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QUESTION 1

A software development manager is taking over an existing software development project. The team currently suffers
from poor communication due to a long delay between requirements documentation and feature delivery. This gap is
resulting in an above average number of security-related bugs making it into production. Which of the following
development methodologies is the team MOST likely using now? 

A. Agile 

B. Waterfall 

C. Scrum 

D. Spiral 

Correct Answer: B 

 

QUESTION 2

A new IDS device is generating a very large number of irrelevant events. Which of the following would BEST remedy
this problem? 

A. Change the IDS to use a heuristic anomaly filter. 

B. Adjust IDS filters to decrease the number of false positives. 

C. Change the IDS filter to data mine the false positives for statistical trending data. 

D. Adjust IDS filters to increase the number of false negatives. 

Correct Answer: B 

 

QUESTION 3

Company A has a remote work force that often includes independent contractors and out of state full time employees.
Company A\\'s security engineer has been asked to implement a solution allowing these users to collaborate on projects
with the following goals: All communications between parties need to be encrypted in transport 

Users must all have the same application sets at the same version 

All data must remain at Company A\\'s site 

All users must not access the system between 12:00 and 1:00 as that is the maintenance window 

Easy to maintain, patch and change application environment 

Which of the following solutions should the security engineer recommend to meet the MOST goals? 

A. Create an SSL reverse proxy to a collaboration workspace. Use remote installation service to maintain application
version. Have users use full desktop encryption. Schedule server downtime from 12:00 to 
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1:00 PM. 

B. Install an SSL VPN to Company A\\'s datacenter, have users connect to a standard virtual workstation image, set
workstation time of day restrictions. 

C. Create an extranet web portal using third party web based office applications. Ensure that Company A maintains the
administrative access. 

D. Schedule server downtime from 12:00 to 1:00 PM, implement a Terminal Server Gateway, use remote installation
services to standardize application on user\\'s laptops. 

Correct Answer: B 

 

QUESTION 4

Company XYZ finds itself using more cloud-based business tools, and password management is becoming onerous.
Security is important to the company; as a result, password replication and shared accounts are not acceptable. Which
of the following implementations addresses the distributed login with centralized authentication and has wide
compatibility among SaaS vendors? 

A. Establish a cloud-based authentication service that supports SAML. 

B. Implement a new Diameter authentication server with read-only attestation. 

C. Install a read-only Active Directory server in the corporate DMZ for federation. 

D. Allow external connections to the existing corporate RADIUS server. 

Correct Answer: A 

 

QUESTION 5

A Security Administrator has some concerns about the confidentiality of data when using SOAP. Which of the following
BEST describes the Security Administrator\\'s concerns? 

A. The SOAP header is not encrypted and allows intermediaries to view the header data. The body can be partially or
completely encrypted. 

B. The SOAP protocol supports weak hashing of header information. As a result the header and body can easily be
deciphered by brute force tools. 

C. The SOAP protocol can be easily tampered with, even though the header is encrypted. 

D. The SOAP protocol does not support body or header encryption which allows assertions to be viewed in clear text by
intermediaries. 

Correct Answer: A 
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