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QUESTION 1

A client can create a secure connection to a FortiGate device using SSL VPN in web-only mode. Which one of the
following statements is correct regarding the use of web-only mode SSL VPN? 

A. Web-only mode supports SSL version 3 only. 

B. A Fortinet-supplied plug-in is required on the web client to use web-only mode SSL VPN. 

C. Web-only mode requires the user to have a web browser that supports 64-bit cipher length. 

D. The JAVA run-time environment must be installed on the client to be able to connect to a web-only mode SSL VPN. 

Correct Answer: C 

 

QUESTION 2

Which statements are correct regarding URL filtering on a FortiGate unit? (Choose two.) 

A. The allowed actions for URL filtering include allow, block, monitor and exempt. 

B. The allow actions for URL filtering and Allow and Block only. 

C. URL filters may be based on patterns using simple text, wildcards and regular expressions. 

D. URL filters are based on simple text only and require an exact match. 

Correct Answer: AC 

 

QUESTION 3

In HA, the option Reserve Management Port for Cluster Member is selected as shown in the exhibit below. 

Which statements are correct regarding this setting? (Choose two.) 

A. Interface settings on port7 will not be synchronized with other cluster members. 

B. The IP address assigned to this interface must not overlap with the IP address subnet assigned to another interface. 
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C. When connecting to port7 you always connect to the master device. 

D. A gateway address may be configured for port7. 

Correct Answer: AD 

 

QUESTION 4

In which order are firewall policies processed on a FortiGate unit? 

A. From top to bottom, according with their sequence number. 

B. From top to bottom, according with their policy ID number. 

C. Based on best match. 

D. Based on the priority value. 

Correct Answer: A 

 

QUESTION 5

What attributes are always included in a log header? (Choose three.) 

A. policyid 

B. level 

C. user 

D. time 

E. subtype 

F. duration 

Correct Answer: BDE 
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