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QUESTION 1

A security administrator would like the corporate webserver to select perfect forward secrecy ciphers first. Which of the
following cipher suites should the administrator select to accomplish this goal? 

A. DH-DSS-CAMELLA256-SHA 

B. ECDHE-RSA-AES1280SHA 

C. DH-RSA-AES128-SHA256 

D. ADH-AES256-SHA 

Correct Answer: B 

 

QUESTION 2

A global gaming console manufacturer is launching a new gaming platform to its customers. Which of the following
controls reduces the risk created by malicious gaming customers attempting to circumvent control by way of modifying
consoles? 

A. Firmware version control 

B. Manual software upgrades 

C. Vulnerability scanning 

D. Automatic updates 

E. Network segmentation 

F. Application firewalls 

Correct Answer: AD 

 

QUESTION 3

During a routine audit, it is discovered that someone has been using a stale administrator account to log into a seldom
used server. The person has been using the server to view inappropriate websites that are prohibited to end users.
Which of the following could best prevent this from occurring again? 

A. Credential management 

B. Group policy management 

C. Acceptable use policy 

D. Account expiration policy 

Correct Answer: B 
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QUESTION 4

During a data breach cleanup it is discovered that not all of the sites involved have the necessary data wiping tools. The
necessary tools are quickly distributed to the required technicians, but when should this problem BEST be revisited? 

A. Reporting 

B. Preparation 

C. Mitigation 

D. Lessons Learned 

Correct Answer: B 

 

QUESTION 5

An organization is working with a cloud services provider to transition critical business applications to a hybrid cloud
environment. The organization retains sensitive customer data and wants to ensure the provider has sufficient
administrative and logical controls in place to protect its data. In which of the following documents would this concern
MOST likely be addressed? 

A. Service level agreement 

B. Interconnection security agreement 

C. Non-disclosure agreement 

D. Business process analysis 

Correct Answer: A 
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