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QUESTION 1

Which of the following authentication provides users XML for authorization and authentication? 

A. Kerberos 

B. LDAP 

C. RADIUS 

D. SAML 

Correct Answer: D 

 

QUESTION 2

A Company transfers millions of files a day between their servers. A programmer for the company has created a
program that indexes and verifies the integrity of each file as it is replicated between servers. The programmer would
like to use the fastest algorithm to ensure integrity. Which of the following should the programmer use? 

A. SHA1 

B. RIPEMD 

C. DSA 

D. MD5 

Correct Answer: D 

 

QUESTION 3

Which of the following wireless standards is backwards compatible with 802.11g? 

A. 802.11a 

B. 802.11b 

C. 802.11n 

D. 802.1q 

Correct Answer: B 

 

QUESTION 4

A security administrator wishes to increase the security of the wireless network. Which of the following BEST addresses
this concern? 
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A. Change the encryption from TKIP-based to CCMP-based. 

B. Set all nearby access points to operate on the same channel. 

C. Configure the access point to use WEP instead of WPA2. 

D. Enable all access points to broadcast their SSIDs. 

Correct Answer: A 

CCMP makes use of 128-bit AES encryption with a 48-bit initialization vector. This initialization vector makes cracking a
bit more difficult. 

 

QUESTION 5

Determine the types of attacks below by selecting an option from the dropdown list. Determine the types of Attacks from
right to specific action. 

Select and Place: 

Correct Answer: 
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Explanation/Reference:

A. Phishing.

B. Whaling.

C. Vishing.

D. Spim.

E. Social engineering.

A: Phishing is the act of sending an email to a user falsely claiming to be an established legitimate enterprise in an
attempt to scam the user into surrendering private information that will be used for identity theft.

Phishing email will direct the user to visit a website where they are asked to update personal information, such as a
password, credit card, social security, or bank account numbers, that the legitimate organization already has. The
website,

however, is bogus and set up only to steal the information the user enters on the page.

B: Whaling is a specific kind of malicious hacking within the more general category of phishing, which involves hunting
for data that can be used by the hacker. In general, phishing efforts are focused on collecting personal data about users.
In

whaling, the targets are high-ranking bankers, executives or others in powerful positions or job titles.
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Hackers who engage in whaling often describe these efforts as "reeling in a big fish,"applying a familiar metaphor to the
process of scouring technologies for loopholes and opportunities for data theft. Those who are engaged in whaling may,

for example, hack into specific networks where these powerful individuals work or store sensitive data. They may also
set up keylogging or other malware on a work station associated with one of these executives. There are many ways
that

hackers can pursue whaling, leading C-level or toplevel executives in business and government to stay vigilant about
the possibility of cyber threats.

C: Vishing is the act of using the telephone in an attempt to scam the user into surrendering private information that will
be used for identity theft. The scammer usually pretends to be a legitimate business, and fools the victim into thinking he

or she will profit.

D: SPIM is a term sometimes used to refer to spam over IM (Instant Messaging). It
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