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QUESTION 1

Which of the following is the MOST important reason to measure the effectiveness of an Information Security
Management System (ISMS)? 

A. Meet regulatory compliance requirements 

B. Better understand the threats and vulnerabilities affecting the environment 

C. Better understand strengths and weaknesses of the program 

D. Meet legal requirements 

Correct Answer: C 

 

QUESTION 2

An organization information security policy serves to 

A. establish budgetary input in order to meet compliance requirements 

B. establish acceptable systems and user behavior 

C. define security configurations for systems 

D. define relationships with external law enforcement agencies 

Correct Answer: B 

 

QUESTION 3

According to ISO 27001, of the steps for establishing an Information Security Governance program listed below, which
comes first? 

A. Identify threats, risks, impacts and vulnerabilities 

B. Decide how to manage risk 

C. Define the budget of the Information Security Management System 

D. Define Information Security Policy 

Correct Answer: D 

 

QUESTION 4

Which of the following is a MAJOR consideration when an organization retains sensitive customer data and uses this
data to better target the organization\\'s products and services? 
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A. Strong authentication technologies 

B. Financial reporting regulations 

C. Credit card compliance and regulations 

D. Local privacy laws 

Correct Answer: D 

 

QUESTION 5

The total cost of security controls should: 

A. Be equal to the value of the information resource being protected 

B. Be greater than the value of the information resource being protected 

C. Be less than the value of the information resource being protected 

D. Should not matter, as long as the information resource is protected 

Correct Answer: C 

 

QUESTION 6

Creating good security metrics is essential for a CISO. What would be the BEST sources for creating security metrics
for baseline defenses coverage? 

A. Servers, routers, switches, modem 

B. Firewall, exchange, web server, intrusion detection system (IDS) 

C. Firewall, anti-virus console, IDS, syslog 

D. IDS, syslog, router, switches 

Correct Answer: C 

 

QUESTION 7

SCENARIO: Critical servers show signs of erratic behavior within your organization\\'s intranet. Initial information
indicates the systems are under attack from an outside entity. As the Chief Information Security Officer (CISO), you
decide to deploy the Incident Response Team (IRT) to determine the details of this incident and take action according to
the information available to the team. 

During initial investigation, the team suspects criminal activity but cannot initially prove or disprove illegal actions. What
is the MOST critical aspect of the team\\'s activities? 

A. Regular communication of incident status to executives 
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B. Eradication of malware and system restoration 

C. Determination of the attack source 

D. Preservation of information 

Correct Answer: D 

 

QUESTION 8

A key cybersecurity feature of a Personal Identification Verification (PIV) Card is: 

A. Inability to export the private certificate/key 

B. It can double as physical identification at the DMV 

C. It has the user\\'s photograph to help ID them 

D. It can be used as a secure flash drive 

Correct Answer: C 

Reference: https://www.securew2.com/blog/piv-personal-identity-verification 

 

QUESTION 9

One of your executives needs to send an important and confidential email. You want to ensure that the message cannot
be read by anyone but the recipient. Which of the following keys should be used to encrypt the message? 

A. Your public key 

B. The recipient\\'s private key 

C. The recipient\\'s public key 

D. Certificate authority key 

Correct Answer: C 

 

QUESTION 10

Which of the following is an accurate statement regarding capital expenses? 

A. They are easily reduced through the elimination of usage, such as reducing power for lighting of work areas during off-
hours 

B. Capital expenses can never be replaced by operational expenses 

C. Capital expenses are typically long-term investments with value being realized through their use 

D. The organization is typically able to regain the initial cost by selling this type of asset 
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Correct Answer: A 

 

QUESTION 11

A CISO has implemented a risk management capability within the security portfolio. Which of the following terms best
describes this functionality? 

A. Service 

B. Program 

C. Portfolio 

D. Cost center 

Correct Answer: B 

 

QUESTION 12

Which of the following is a term related to risk management that represents the estimated frequency at which a threat is
expected to transpire? 

A. Single Loss Expectancy (SLE) 

B. Exposure Factor (EF) 

C. Annualized Rate of Occurrence (ARO) 

D. Temporal Probability (TP) 

Correct Answer: C 

 

QUESTION 13

IT control objectives are useful to IT auditors as they provide the basis for understanding the: 

A. Desired results or purpose of implementing specific control procedures. 

B. The audit control checklist. 

C. Techniques for securing information. 

D. Security policy 

Correct Answer: A 

 

QUESTION 14

You work as a project manager for TYU project. You are planning for risk mitigation. You need to quickly identify high-
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level risks that will need a more in-depth analysis. Which of the following activities will help you in this? 

A. Qualitative analysis 

B. Quantitative analysis 

C. Risk mitigation 

D. Estimate activity duration 

Correct Answer: A 

 

QUESTION 15

In MOST organizations which group periodically reviews network intrusion detection system logs for all systems as part
of their daily tasks? 

A. Internal Audit 

B. Database Administration 

C. Information Security 

D. Compliance 

Correct Answer: C 
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