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QUESTION 1

Fill in the blank with the appropriate layer name of the OSI model. 

Secure Socket Layer (SSL) operates at the ______ layer of the OSI model. 

Correct Answer: transport 

 

 

QUESTION 2

You are a professional Computer Hacking forensic investigator. You have been called to collect the evidences of Buffer
Overflows or Cookie snooping attack. Which of the following logs will you review to accomplish the task? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Web server logs 

B. Event logs 

C. System logs 

D. Program logs 

Correct Answer: B 

 

 

QUESTION 3

You work as a system administrator for BlueSkwer.com. You have just finished installing and configuring a new laptop
for the CEO. The laptop has Windows 7 operating system. You have just deployed a secure wireless network in the
company. Alex, the CEO, wants you to connect his laptop to the wireless network. What will you open to start the
process of connecting to a wireless network? 

A. Network and Sharing Center 

B. Appearance and Personalization 

C. System and Security 

D. Devices and Printers 

Correct Answer: A 

 

QUESTION 4

You work as a Desktop Technician for Umbrella Inc. The company has a Windows-based network. 
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You receive an e-mail from the network administrator\\'s e-mail ID asking you to provide your password so that he can
make changes to your profile. You suspect that someone is trying to hack your password after you have confirmed that
the 

network administrator did not send any such type of e-mail. Which of the following types of attacks have been
executed? 

Each correct answer represents a part of the solution. Choose all that apply. 

A. Buffer-overflow attack 

B. Social engineering 

C. Zero-day attack 

D. E-mail spoofing 

Correct Answer: BD 

 

QUESTION 5

John works as a Network Security Administrator for NetPerfect Inc. The manager of the company has told John that the
company\\'s phone bill has increased drastically. John suspects that the company\\'s phone system has been cracked
by a malicious hacker. Which attack is used by malicious hackers to crack the phone system? 

A. Sequence++ attack 

B. Phreaking 

C. Man-in-the-middle attack 

D. War dialing 

Correct Answer: B 

 

QUESTION 6

Which of the following tools is used to verify Group Policy Object (GPO) settings? 

A. Psinfo 

B. Resplendent registrar 

C. Fport 

D. Pslist 

Correct Answer: B 

 

QUESTION 7
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Peter, a malicious hacker, obtains e-mail addresses by harvesting them from postings, blogs, DNS listings, and Web
pages. He then sends large number of unsolicited commercial e-mail (UCE) messages on these addresses. Which of
the following e-mail crimes is Peter committing? 

A. E-mail Spam 

B. E-mail spoofing 

C. E-mail bombing 

D. E-mail Storm 

Correct Answer: A 

 

QUESTION 8

You work as a Network Security Administrator for NetPerfect Inc. The company has a Windowsbased network. You are
incharge of the data and network security of the company. While performing a threat log analysis, you observe that one
of the database administrators is pilfering confidential data. What type of threat is this? 

A. Malware 

B. External threat 

C. Internal threat 

D. Zombie 

Correct Answer: C 

 

QUESTION 9

Jason works as a System Administrator for Passguide Inc. The company has a Windows-based network. Sam, an
employee of the company, accidentally changes some of the applications and system settings. He complains to Jason
that his 

system is not working properly. To troubleshoot the problem, Jason diagnoses the internals of his computer and
observes that some changes have been made in Sam\\'s computer registry. To rectify the issue, Jason has to restore
the registry. 

Which of the following utilities can Jason use to accomplish the task? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Reg.exe 

B. Resplendent registrar 

C. EventCombMT 

D. Regedit.exe 

Correct Answer: ABD 
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QUESTION 10

An attacker wants to launch an attack on a wired Ethernet. He wants to accomplish the following tasks: 

· Sniff data frames on a local area network. 

· Modify the network traffic. 

· Stop the network traffic frequently. 

Which of the following techniques will the attacker use to accomplish the task? 

A. ARP spoofing 

B. IP spoofing 

C. Eavesdropping 

D. Session hijacking 

Correct Answer: A 

 

 

QUESTION 11

Which of the following is a technique of attacks in which the attacker secretly listens to the private conversation between
victims? 

A. Eavesdropping 

B. Denial of service 

C. Dialler attack 

D. Intrusion 

Correct Answer: A 

 

QUESTION 12

Which of the following is NOT a Wired Equivalent Privacy authentication method? 

A. Media access authentication 

B. Shared key authentication 

C. Kerberos authentication 

D. Open system authentication 
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Correct Answer: C 

 

QUESTION 13

Andrew works as a Forensic Investigator for Passguide Inc. The company has a Windows-based environment. The
company\\'s employees use Microsoft Outlook Express as their e-mail client program. E-mails of some employees have
been deleted due to a virus attack on the network. 

Andrew is therefore assigned the task to recover the deleted mails. Which of the following tools can Andrew use to
accomplish the task? 

Each correct answer represents a complete solution. Choose two. 

A. FINALeMAIL 

B. eMailTrackerPro 

C. EventCombMT 

D. R-mail 

Correct Answer: AD 

 

QUESTION 14

Which of the following tools can be used for steganography? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Anti-x 

B. Image hide 

C. Stegbreak 

D. Snow.exe 

Correct Answer: BD 

 

QUESTION 15

Which of the following proxy servers is used to retrieve web pages? 

A. FTP proxy server 

B. NAT proxy server 

C. HTTP proxy server 

D. Socks proxy server 
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Correct Answer: C 
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