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QUESTION 1

Which of the following are used to suppress electrical and computer fires? Each correct answer represents a complete
solution. Choose two. 

A. Halon 

B. Water 

C. CO2 

D. Soda acid 

Correct Answer: AC 

 

QUESTION 2

Which of the following methods of encryption uses a single key to encrypt and decrypt data? 

A. Asymmetric 

B. Symmetric 

C. S/MIME 

D. PGP 

Correct Answer: B 

 

QUESTION 3

Fill in the blank with the appropriate security method. ____________ is a system, which enables an authority to control
access to areas and resources in a given physical facility, or computer- based information system. 

Correct Answer: Access control  

 

QUESTION 4

Which of the following two cryptography methods are used by NTFS Encrypting File System (EFS) to encrypt the data
stored on a disk on a file-by-file basis? 

A. Twofish 

B. Digital certificates 

C. Public key 

D. RSA 
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Correct Answer: BC 

 

QUESTION 5

Which of the following are man-made threats that an organization faces? Each correct answer represents a complete
solution. Choose three. 

A. Theft 

B. Employee errors 

C. Strikes 

D. Frauds 

Correct Answer: ABD 

 

QUESTION 6

Which of the following processes is used by remote users to make a secure connection to internal resources after
establishing an Internet connection? 

A. Spoofing 

B. Packet sniffing 

C. Tunneling 

D. Packet filtering 

Correct Answer: C 

 

QUESTION 7

Which of the following protocols multicasts messages and information among all member devices in an IP multicast
group? 

A. ARP 

B. ICMP 

C. TCP 

D. IGMP 

Correct Answer: D 

 

QUESTION 8
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An organization wants to allow a certificate authority to gain access to the encrypted data and create digital signatures
on behalf of the user. The data is encrypted using the public key from a user\\'s certificate. Which of the following
processes fulfills the above requirements? 

A. Key escrow 

B. Key storage 

C. Key revocation 

D. Key recovery 

Correct Answer: A 

 

QUESTION 9

You are the Security Administrator for a consulting firm. One of your clients needs to encrypt traffic. However, he has
specific requirements for the encryption algorithm. It must be a symmetric key block cipher. Which of the following
should you choose for this client? 

A. PGP 

B. SSH 

C. DES 

D. RC4 

Correct Answer: C 

 

QUESTION 10

Which of the following keys is derived from a preshared key and Extensible Authentication Protocol (EAP)? 

A. Pairwise Transient Key 

B. Group Temporal Key 

C. Private Key 

D. Pairwise Master Key 

Correct Answer: D 

 

QUESTION 11

You work as an Incident handling manager for a company. The public relations process of the company includes an
event that responds to the e-mails queries. But since few days, it is identified that this process is providing a way to
spammers to perform different types of e-mail attacks. Which of the following phases of the Incident handling process
will now be involved in resolving this process and find a solution? Each correct answer represents a part of the solution.
Choose all that apply. 
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A. Identification 

B. Eradication 

C. Recovery 

D. Contamination 

E. Preparation 

Correct Answer: BCD 

 

QUESTION 12

Which of the following methods for identifying appropriate BIA interviewees\\' includes examining the organizational
chart of the enterprise to understand the functional positions? 

A. Executive management interviews 

B. Overlaying system technology 

C. Organizational chart reviews 

D. Organizational process models 

Correct Answer: C 

 

QUESTION 13

You are the Security Consultant advising a company on security methods. This is a highly secure location that deals
with sensitive national defense related data. They are very concerned about physical security as they had a breach last
month. In that breach an individual had simply grabbed a laptop and ran out of the building. Which one of the following
would have been most effective in preventing this? 

A. Not using laptops. 

B. Keeping all doors locked with a guard. 

C. Using a man-trap. 

D. A sign in log. 

Correct Answer: C 

 

QUESTION 14

The network you administer allows owners of objects to manage the access to those objects via access control lists.
This is an example of what type of access control? 

A. RBAC 
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B. MAC 

C. CIA 

D. DAC 

Correct Answer: D 

 

QUESTION 15

You work as a Network Administrator for Net Soft Inc. You are designing a data backup plan for your company\\'s
network. The backup policy of the company requires high security and easy recovery of data. Which of the following
options will you choose to accomplish this? 

A. Take a full backup daily and use six-tape rotation. 

B. Take a full backup on Monday and a differential backup on each of the following weekdays. Keep Monday\\'s backup
offsite. 

C. Take a full backup daily with the previous night\\'s tape taken offsite. 

D. Take a full backup on alternate days and keep rotating the tapes. 

E. Take a full backup on Monday and an incremental backup on each of the following weekdays. Keep Monday\\'s
backup offsite. 

F. Take a full backup daily with one tape taken offsite weekly. 

Correct Answer: C 

ISSAP PDF Dumps ISSAP VCE Dumps ISSAP Exam Questions

Powered by TCPDF (www.tcpdf.org)

ISSAP PDF Dumps | ISSAP VCE Dumps | ISSAP Exam Questions                                6 / 6

https://www.pass2lead.com/issap.html
https://www.pass2lead.com/issap.html
https://www.pass2lead.com/issap.html
http://www.tcpdf.org
https://www.pass2lead.com/issap.html
https://www.pass2lead.com/issap.html
https://www.pass2lead.com/issap.html

