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QUESTION 1

Malware Protection requires which of the following feature or features to be enabled? 

A. HTTP response scanning 

B. Attack Filters 

C. Performance Monitoring 

D. The "Default Inline IPS" policy 

Correct Answer: A 

 

QUESTION 2

As a recommended best practice, what is the total number of sensors that should be managed through a single Network
Security Manager installation? 

A. 25 

B. 50 

C. 75 

D. 100 

Correct Answer: B 

 

QUESTION 3

Which of the following rules do sub-interfaces inherit when they are created? 

A. ACL rules 

B. Sensor rules only 

C. Port rules only 

D. Sensor and port rules 

Correct Answer: D 

 

QUESTION 4

Which logs are used to determine who was logged into the Manager the last time a signature set update was pushed
from the Manager to the Sensor? 

A. Trace log 
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B. Fault log 

C. Manager ems log 

D. User Activity Audit log 

Correct Answer: D 

 

QUESTION 5

Which of the following deployment modes receives a copy of the packet from a mirrored switch port? 

A. Redundant 

B. SPAN 

C. TAP 

D. In-line 

Correct Answer: B 

 

QUESTION 6

Which of the following commands will reestablish the Alert and packet log channel connection between the sensor and
manager? 

A. Connectalertandpktlogchannels 

B. Disconnectalertandptologchannels 

C. reconnectalertandpktlogchannets 

D. deinstall 

Correct Answer: C 

 

QUESTION 7

In L3 mode, a sensor detects an L2 device based on which address? 

A. MAC 

B. IP 

C. Default Gateway 

D. DNS 

Correct Answer: B 
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QUESTION 8

If the Health level of a Host cannot be determined. McAfee NAC assigns which of the following System Health levels to
that Host? 

A. Fair 

B. Poor 

C. Serious 

D. Unknown 

Correct Answer: D 

 

QUESTION 9

What type of encryption is used for alert channel (control channel) communication between the Sensor and the
Manager? 

A. SSL with RC4 

B. SSL with MD5 

C. SSL with RC4 and MD5 

D. DES 

Correct Answer: C 

 

QUESTION 10

Which port needs to be opened for Packet Log Channel communication between Sensor and Manager through a
firewall? 

A. 8501 

B. 8502 

C. 8503 

D. 8555 

Correct Answer: C 

 

QUESTION 11

Which of the following CLI commands only removes trust between a sensor and manager? 
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A. Resetconfig 

B. Deletesignatures 

C. Factorydefaults 

D. Deinstall 

Correct Answer: D 

 

QUESTION 12

Setting a threshold to allow an IPS to react when traffic volume exceeds the set limit is an example of what type of
detection method? 

A. Signature based 

B. Pattern matching 

C. Denial of Service 

D. Remediation 

Correct Answer: C 

 

QUESTION 13

Which of the following are considered part of the Operational mode of System Health-based NAC? (Choose three) 

A. Audit 

B. IPS 

C. TAP 

D. Simulation 

E. Enforcement 

F. SPAN 

Correct Answer: ADE 

 

QUESTION 14

Which of the following CLI commands removes trust between a sensor and manager, removes signatures and restores
default port settings, but retains IP configuration? 

A. Resetconfig 

B. Deletesignatures 
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C. Factotydefaults 

D. Deinstall 

Correct Answer: A 

 

QUESTION 15

_____________________are a set of Access Control List (ACL) rules that define network access provided to a host,
subject to Network Access Control. 

A. Network Access Lists 

B. Network Access Objects 

C. Network Access Zones 

D. Network Access Policy 

Correct Answer: C 
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