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QUESTION 1

Consider the following diagram: 

Which type of attack is occurring? 

A. Polymorphic virus-based attack 

B. Denial-of-service attack 

C. Distributed denial-of-service attack 

D. Man-in-the-middle attack using a packet sniffer 

Correct Answer: C 

 

QUESTION 2

Which of the following standards is used for digital certificates? 

A. DES 

B. Diffie-Hellman 

C. X.509 

D. RC5 

Correct Answer: C 
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QUESTION 3

What is the primary drawback of using symmetric-key encryption? 

A. Key transport across a network 

B. Speed of encryption 

C. Denial-of-service attacks 

D. Inability to support convergence traffic 

Correct Answer: A 

 

QUESTION 4

Consider the following image: From the information in this image, what type of attack is occurring? 

A. A man-in-the-middle attack 

B. A brute-force attack 
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C. A connection-hijacking attack 

D. A spoofingattackD.A spoofing attack 

Correct Answer: B 

 

QUESTION 5

Consider the following diagram: 

Which of the following best describes the protocol activity shown in the diagram, along with the most likely potential
threat that accompanies this protocol? 

A. The ICMP Time Exceeded message, with the threat of a denial-of-service attack 

B. The SIP three-way handshake, with the threat of a buffer overflow 

C. The TCP three-way handshake, with the threat of a man-in-the-middle attack 

D. The DNS name query, with the threat of cache poisoning 

Correct Answer: C 
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