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QUESTION 1

Wireless networks are subject to more security issues than standard wired networks. Which wireless security protocol
can prevent unauthorized devices from connecting to the wireless network?

A. WPA2
B. RSA
C. AES
D. DES

Correct Answer: A

QUESTION 2

Carlos is the Information Technology (IT) administrator for a small company. Over the past year, employees have been
using their personal mobile devices and smartphones for business use. This has reduced costs of purchasing new
devices for employees. Carlos is how considering whether he should stop supplying employees with company phones
and instead require all employees to use their personal smartphones for work. How can Carlos address the most
significant security vulnerability?

A. Develop a robust app to push security updates out to the various mobile OS devices

B. Create an employee policy that requires employees to keep phones updated to the latest technology

C. Create a policy that specifies acceptable use, ensuring security measures are in place for mobile devices

D. Mandate that employees switch to the company\\'s mobile service provider to ensure security policies are enforced

Correct Answer: C

QUESTION 3

You want to enable wireless security on your Android device and your Linux system. Which of the following is a
disadvantage of Wired Equivalent Privacy (WEP)?

A. It enables MAC address filtering.

B. It is easily compromised by hackers.

C. It only supports 56-bit symmetric-key encryption.

D. It is based on the outdated 802.lla wireless standard.

Correct Answer: B

QUESTION 4
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Sally is a network technician at Acme Corporation. She has been directed to configure the network adapter for a
company laptop so that it can be used to connect to the company network and the Internet. What is one of the required
TCP/IP settings that she will need to configure?

A. MAC address

B. Default gateway

C. Workstation name

D. Loopback address

Correct Answer: B

QUESTION 5

Disaster recovery planning is considered a best practice for all organizations. It is even more important when cloud-
computing services are used. Which of the following should be included as part of a disaster recovery plan for
companies that use cloud-based services?

A. Company organizational chart

B. Malware and anti-virus software updates

C. Service-level agreement with a cloud-provider

D. Inventory of services not dependent on the cloud provider

Correct Answer: C
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