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QUESTION 1

An organization using VMware Carbon Black makes use of an unsigned third party application that is critical to business
function. Unfortunately, the application has a reputation of Potentially Unwanted Program and is prevented from running
based on the policy. 

What Approved list mechanism will allow this application to run in your environment while maintaining the most secure
posture? 

A. MD5 Hash based 

B. Certs based 

C. IT Tools based 

D. SHA-256 Hash based 

Correct Answer: D 

Reference: https://community.carbonblack.com/gbouw27325/attachments/gbouw27325/product-docs-
news/3221/1/VMware%20Carbon%20Black%20App%20Control%20User%20Guide%20v8.6.pdf 

 

QUESTION 2

Which three are industry best practices of Zero Trust framework? (Choose three.) 

A. Employee machines need to have a passcode profile setup 

B. Employee machines on Internal network are trusted and have access to all internal resources 

C. Employee machines are checked for compliance before they get access to applications 

D. Employees are not required to provide MFA to access internal resources over VPN 

E. Employees get access to only the required resources to get their job done 

Correct Answer: ACE 

 

 

QUESTION 3

Which three are key features of VMware Carbon Black Cloud Enterprise EDR? (Choose three.) 

A. self-service security remediation 

B. continuous and centralized recording 

C. attack chain visualization and search 

D. live response for remote remediation 
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E. frequent Antivirus pattern updates 

Correct Answer: BCD 

Reference: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmwcb-enterprise-edr-
datasheet.pdf (2) 

 

QUESTION 4

Which option would be considered an example of a Hardware Based Exploit? 

A. SQL Injection 

B. Social Engineering 

C. Jail Breaking 

D. Denial of Service 

Correct Answer: C 

Reference: https://www.kaspersky.com/resource-center/definitions/what-is-jailbreaking 

 

QUESTION 5

In VMware Carbon Black Cloud Endpoint Standard, which items are available in the Event view? 

A. Hashes, Reputations 

B. Emails, Policies, OS, Locations 

C. Connection, IP/Port 

D. IDs, Indicators/TTPs 

Correct Answer: C 
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