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QUESTION 1

Which three are key features of VMware Carbon Black Cloud Enterprise EDR? (Choose three.) 

A. self-service security remediation 

B. continuous and centralized recording 

C. attack chain visualization and search 

D. live response for remote remediation 

E. frequent Antivirus pattern updates 

Correct Answer: BCD 

Reference: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmwcb-enterprise-edr-
datasheet.pdf (2) 

 

QUESTION 2

In VMware Carbon Black Cloud, which two of these statements are true of the Permissions section of the Prevention tab
under Policies? (Choose two.) 

A. assigns access rights to specific applications 

B. deny or close Applications or Actions 

C. take precedence over blocking and isolation 

D. allows specific operations or applications 

E. assigns access rights to specific individuals 

Correct Answer: AD 

 

 

QUESTION 3

Which attack technique probes the environment for openings on devices or the firewall? 

A. Port Scan 

B. Denial of Service 

C. Living off the Land 

D. Phishing 

Correct Answer: A 
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QUESTION 4

In Workspace ONE Intelligence, which of the following is a role that can be assigned to an administrator account? 

A. Super User 

B. Helpdesk 

C. Read-only 

D. Automater 

Correct Answer: A 

 

 

QUESTION 5

Refer to the exhibit. 

From the VMware Carbon Black Cloud console, what page do you go to after clicking the Non-Malware bar in the
Potentially Suspicious Activity chart? 

A. Notifications page with the selected alert filtered 

B. Reputations page with the selected reputation filtered 

C. Investigate page with the selected reputation filtered 

D. Alerts page with the selected alert filtered 

Correct Answer: D 

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (15) 
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