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QUESTION 1

Scenario: A Citrix Engineer needs to configure Application Firewall to handle SQL injection issues. However, after
enabling SQL injection check, the backend server started dropping user requests. 

The Application Firewall configuration is as follows: 

add appfw profile Test123 –startURLAction none- denyURLAction nonecrossSiteScriptingAction none –
SQLInjectionAction log stats- SQLInjection TransformSpecialChars ON – SQLInjectionCheckSQLWildChars ON-
fieldFormatAction none- bufferOverflowAction noneresponseContentType “application/octet-
stream”–XMLSQLInjectionAction none- XMLXSSAction none-XMLWSIAction none-XMLValidationAction none 

What does the engineer need to change in the Application Firewall configuration? 

A. Enable-XMLSQLInjectionAction none 

B. Enable-XMLValidationAction none 

C. Disable- SQLInjectionCheckSQLWildChars ON 

D. Disable- SQLInjectionTransformSpecialChars ON 

Correct Answer: C 

 

 

QUESTION 2

A Citrix Engineer needs to configure an application firewall profile to ensure that the images uploaded on the website
are NOT malicious. The engineer needs to create a policy to filter the upload requests and ensure that they are in JPEG
format. 

Which expression can the engineer use to fulfill this requirement? 

A. http.req.url.endswith (".jpeg) and and http.req.method.eq (POST) 

B. http.req.url.contains (".jpeg) and and http.req.method.eq (GET) 

C. http.req.url.endswith (".jpeg) || http.req.method.eq (GET) 

D. http.req.header ("Content-Type").contains ("image/jpeg") || http.req.method.eq(POST) 

Correct Answer: D 

 

QUESTION 3

Scenario: A Citrix Engineer discovers a security vulnerability in one of its websites. The engineer takes a header trace
and checks the Application Firewall logs. 

The following was found in part of the logs: 
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method=GET request = http://my.companysite.net/FFC/sc11.html msg=URL length (39) is greater than maximum
allowed (20).cn1=707 cn2=402 cs1=owa_profile cs2=PPE0 cs3=kW49GcKbnwKByByi3 +jeNzfgWa80000 cs4=ALERT
cs5=2015 

Which type of Application Firewall security check can the engineer configure to block this type of attack? 

A. Buffer Overflow 

B. Start URL 

C. Cross-site Scripting 

D. Cookie Consistency 

Correct Answer: C 

 

QUESTION 4

A Citrix Engineer needs to protect a website that contains sensitive data such as employee ID numbers and customer
ID numbers. 

Which security check can the engineer implement to protect the sensitive data? 

A. Content-type 

B. Safe Object Check 

C. Field Formats 

D. CSRF Form tagging 

Correct Answer: B 

The Safe Object check provides user-configurable protection for sensitive business information, such as customer
numbers, order numbers, and country-specific or region- specific telephone numbers or postal codes. 

 

QUESTION 5

Scenario: A Citrix Engineer has configured LDAP group extraction on the NetScaler Management and Analytics System
(NMAS) for the administration. The engineer observes that extraction is NOT working for one of the five configured
groups. 

What could be the cause of the issue? 

A. The admin bind user has read-only permissions on the LDAP server. 

B. The NMAS group does NOT match the one on the external LDAP servers. 

C. The LDAP bind DN is incorrectly configured in the LDAP profile. 

D. The user group extraction is NOT supported with plaintext LDAP. 

Correct Answer: B 
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