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QUESTION 1

A Citrix Engineer enabled Cookie Consistency protection on a web application and wants to verify that it is working. 

Which cookie name can the engineer look for in the HTTP headers sent from the client to verify the protection? 

A. Citrix_ns_id 

B. Citrix_waf_id 

C. Citrix_adc_id D. Citrix_sc_id 

Correct Answer: A 

 

 

QUESTION 2

Scenario: A Citrix Engineer wants to configure the Citrix ADC for OAuth authentication. The engineer uploads the
required certificates, configure the actions, and creates all the necessary policies. After binding the authentication policy
to the application, the engineer is unable to authenticate. 

What is the most likely cause of this failure? 

A. The log files are full. 

B. The Redirect URL is incorrect. 

C. The certificates have expired. 

D. The policy bindings were assigned incorrect priorities. 

Correct Answer: D 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/aaa-tm/entities-of- authenticationauthorization-
auditing/authentication-policies.html 

 

QUESTION 3

Which feature of Learning should a Citrix Engineer configure to direct Citrix Web App Firewall to learn from specific
sessions? 

A. Advanced policy expression filter 

B. Default policy expression filter 

C. Trusted Learning Clients list 

D. Manage Content Types for Safe Commerce 

Correct Answer: C 
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Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/application- firewall/profiles/learning.html 

 

QUESTION 4

Scenario: A Citrix Engineer is asked to help improve the performance of a web application. After capturing and
analyzing a typical session, the engineer notices a large number of user requests for the stock price of the company. 

Which action can the engineer take to improve web application performance for the stock quote? 

A. Enable the Combine CSS optimization. 

B. Create a static content group. 

C. Create a dynamic content group. 

D. Enable the Minify JavaScript optimization. 

Correct Answer: C 

 

QUESTION 5

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. After the Web App Firewall
policy afweb_protect is bound to the virtual server, the engineer notices that Citrix Web App Firewall is NOT properly
displaying the page. 

A positive number for the Policy Hits counter for afweb_protect, tells the engineer the number of times Citrix Web App
Firewall__________. (Choose the correct option to complete the sentence.) 

A. received a request that matched the policy expression for afweb_protect 

B. blocked traffic for web applications assigned the afweb_protect policy 

C. logged a request matching the expression defined in the afweb_protect policy 

D. forwarded users to the Redirect URL specified in the profile assigned to afweb_protect 

Correct Answer: A 
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