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QUESTION 1

Your deployment platform within Oracle Cloud Infrastructure (OCI) leverages a compute instance with multiple block
volumes attached. There are multiple teams that use the same compute instance and have access to these block
volumes. You want to ensure that no one accidentally deletes any of these block volumes. You have started to construct
the following IAM policy but need to determine which permissions should be used. 

allow group DeploymentUsers to manage volume-family where ANY { request.permission != , request.permission != ,
request.permission != } 

Which permissions can you use in place of in this policy? (Choose the best answer.) 

A. VOLUME_DELETE, VOLUME_ATTACHMENT_DELETE, VOLUME_BACKUP_DELETE 

B. VOLUME_ERASE, VOLUME_ATTACHMENT_ERASE, VOLUME_BACKUP_ERASE 

C. ERASE_VOLUME, ERASE_VOLUME_ATTACHMENT, ERASE_VOLUME_BACKUP 

D. DELETE_VOLUME, DELETE_VOLUME_ATTACHMENT, DELETE_VOLUME_BACKUP 

Correct Answer: A 

 

 

QUESTION 2

You have recently joined a startup company and quickly find that nobody is tracking the amount of money spent on
Oracle Cloud Infrastructure (OCI). Seeing an opportunity to help save money you begin creating a solution to better
track the cost of resources provisioned by each individual on the team. 

Which option allows you to identify excessive spend across all resources in your tenancy? (Choose the best answer.) 

A. Use the Python SDK to write a custom application that will monitor the Audit log. Look for CREATE events and
configure the application to send you an email each time a new resource is created. 

B. Create a tag namespace named BILLING with a Tag Key named CostCenter. Tag each of your resources with this
Tag Key and the correct value. 

C. Use the Events Service and create rules that will act when a new Object Storage bucket or Compute Instance has
been created. Have the rule email you each time one of these events occurs. 

D. Create a budget for each compartment that will send a notification when monthly spend reaches a predefined
amount. 

Correct Answer: D 

Reference: https://blogs.oracle.com/cloud-infrastructure/how-to-get-control-of-your-spending-in-oracle

cloud-infrastructure 

 

QUESTION 3
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Which two statements are TRUE about Object Storage data security and encryption in Oracle Cloud Infrastructure
(OCI)? (Choose two.) 

A. Client-side encryption is managed by the customer. 

B. Data needs to be decrypted on the client side before retrieving it. 

C. OCI Vault Management is used by default to provide data security. 

D. All traffic to and from Object Storage service is encrypted using TLS. 

E. A VPN connection to OCI is required to ensure secure data transfer to an object storage bucket. 

Correct Answer: AD 

 

 

QUESTION 4

You have a web application running on Oracle Cloud Infrastructure (OCI) that lets users log in with a username and
password. You notice that an attacker has tried to use SQL comment “--" to alter the database query, remove the
password check and log in as a user. You decide to prevent any future attacks. 

Which of the following OCI services or features would you choose to safeguard your application? (Choose the best
answer.) 

A. Network Security Group 

B. Data Safe 

C. Web Application Framework (WAF) 

D. Vault 

Correct Answer: D  

 

QUESTION 5

You have ordered two FastConnect connections that provide a high availability connection architecture between your on-
premises data center and Oracle Cloud Infrastructure (OCI). You want to run these connections in an ACTIVE/PASSIVE
architecture. 

How can you accomplish this? (Choose the best answer.) 

A. Decrease the prefix length of AS for the FastConnect you want to use as PASSIVE connection. 

B. Enable BGP on the FastConnect that you want as the ACTIVE connection. 

C. Use AS PATH prepending with your routes. 

D. Adjust one of the connections to have a higher ASN. 

Correct Answer: C 
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Reference: https://docs.oracle.com/en-us/iaas/Content/Resources/Assets/whitepapers/connectivity

redundancy-guide.pdf (5) 
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