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QUESTION 1

You have the following compartment structure in your tenancy. Root compartment->Training- >Training-subl ->Training-
sub2 You create a policy in the root compartment to allow the default admin for the account (Administrators) to manage 

block volumes in compartment Training-sub2. 

What policy would you write to meet this requirement? 

A. Allow group Administrators to manage volume-family in root compartment 

B. Allow group Administrators to manage volume-family in compartment Training-sub1 :Training- sub2 

C. Allow group Administrators to manage volume-family in compartment Training: Training-sub 1 :Training-sub2 

D. Allow group Administrators to manage volume-family in compartment Training-sub2 

Correct Answer: C 

a policy statement must specify the compartment for which access is being granted (or the tenancy). Where you create
the policy determines who can update the policy. If you attach the policy to the compartment or its parent, you can
simply specify the compartment name. If you attach the policy further up the hierarchy, you must specify the path. The
format of the path is each compartment name (or OCID) in the path, separated by a colon: :: . . . For example, assume
you have a three-level compartment hierarchy, shown here: 

You want to create a policy to allow NetworkAdmins to manage VCNs in CompartmentC. If you want to attach this policy
to CompartmentC or to its parent, CompartmentB, write this policy statement: 

Allow group NewtworkAdmins to manage virtual-network-family in compartment CompartmentC However, if you want to
attach this policy to CompartmentA (so that only administrators of CompartmentA can modify it), write this policy 

statement that specifies the path: 

Allow group NewtworkAdmins to manage virtual-network-family in compartment CompartmentB:CompartmentC 

To attach this policy to the tenancy, write this policy statement that specifies the path from CompartmentA to
CompartmentC: 

Allow group NewtworkAdmins to manage virtual-network-family in compartment
CompartmentA:CompartmentB:CompartmentC 
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QUESTION 2

A company currently uses Microsoft Active Directory as its identity provider. The company recently subscribed to Oracle
Cloud Infrastructure (OCI) to leverage the cloud platform for test and development. As the administrator, you configured 

the OCI tenancy to be federated with Microsoft Active Directory. Now you need to give access to developers so that
they can start creating resources in their OCI accounts. 

Which step will you perform to make sure you are not duplicating user creation inside of OCI tenancy? 

A. Create a group for developers on OCI and map the group to a similar group in Microsoft Active Directory during the
federation process. 

B. Create a new user account in OCI for each user, and then create policies to provide access to developers. 

C. Create a group for developers on OCI, export all the developers from Microsoft Active Directory, and then import
them into the Identity and Access Management (IAM) group. 

D. Create a single user account in OCI, and then create policies to provide access to developers to this single account. 

Correct Answer: A 

When working with your IdP, your administrator defines groups and assigns each user to one or more groups according
to the type of access the user needs. Oracle Cloud Infrastructure also uses the concept of groups (in conjunction with
IAM policies) to define the type of access a user has. As part of setting up the relationship with the IdP, your
administrator can map each IdP group to a similarly defined IAM group, so that your company can re-use the IdP group
definitions when authorizing user access to Oracle Cloud Infrastructure resources. 

 

QUESTION 3

Which two are true for Oracle Cloud Infrastructure DNS? (Choose two.) 

A. It can function only as a primary DNS. 

B. It supports other cloud providers such as AWS and Azure. 

C. It supports segregation of traffic by using the private pool. 

D. It does not provide DDoS protection. 

Correct Answer: BC 

References: B ?Support for Oracle Cloud Infrastructure, other Cloud provider endpoints (AWS, Azure) and private
assets, including Cloud, CDNs and Data Centers C ?Customers may purchase Oracle Cloud Infrastructure Private Pool
and Vanity Nameserver to have their Domain Names and Zones under a private IP pool with dedicated nameservers to
segregate from those of other customers in order to reduce the risk of external issues affecting their websites.
https://www.oracle.com/cloud/networking/dns-faq.html 

 

QUESTION 4

What is the maximum number of security lists that can be associated with a subnet? 

A. four 
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B. three 

C. five 

D. two 

Correct Answer: C 

you may optionally specify one or more security lists for the subnet to use (up to five). If you don\\'t specify any, the
subnet uses the cloud network\\'s default security list. You can change which security list the subnet uses at any time.
https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingVCNs.htm 

 

QUESTION 5

Which three are default Virtual Cloud Network (VCN) components? (Choose three.) 

A. Security List 

B. Dynamic Routing Gateway 

C. DHCP options 

D. Internet Gateway 

E. Route Table 

Correct Answer: ACE 

References: 

(1)

 => Populated by Default 

(0)

 => Not Populated by Default 

Resources 

========== 

Subnets (0) 

Route Tables (1) 

Internet Gateways (0) 

Dynamic Routing Gateways (0) 

Network Security Groups (0) 

Security Lists (1) 

DHCP Options (1) 
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Local Peering Gateways (0) 

NAT Gateways (0) 

Service Gateways (0) 
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