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QUESTION 1

When managing Token Issuance conditions and rules in Security Token Service, who is granted access to a requested
resource through the Allow type rule? 

A. Only partners are granted access; everyone else is denied access to the resource. 

B. Only the partners and users listed in a condition are granted access; everyone else is denied access to the resource. 

C. Users listed in a condition are granted access; everyone else is denied access to the resource. 

D. Only Relying Party Partners are granted access; everyone else is denied access to the resource. 

Correct Answer: B 

 

QUESTION 2

Which protocol does WebGate use to communicate with the Access Manager server? (choose the best answer.) 

A. TCP 

B. HTTP 

C. SSL 

D. Oracle AccessProtocol (OAP) 

E. Policy Administration Protocol (PAP) 

Correct Answer: C 

 

QUESTION 3

Identify two artifacts that are present in an application domain of Oracle Access Manager 11g. 

A. Resources 

B. Authentication Scheme 

C. Authentication Policies 

D. Authentication Modules 

E. Data Sources 

Correct Answer: AB 

 

QUESTION 4
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Your customer has deployed an employee portal that you have protected with Oracle Access Manager (OAM). The
customer now wants a new portlet added to the home page to display the employee\\'s salary details. The portlet will
obtain the information through a call an internally exposed web service. Your customer has defined the following
security requirements for the new portlet: 

1.

 Employees must be authenticated through risk-based authentication before they can access the portal. 

2.

 The web service must be secured from unauthenticated calls. 

3.

 All security logic for the web service must be external to the web service. 

4.

 The web service should return salary details only if the user\\'s authentication risk score is below 500. Which four steps
must you perform to meet the requirements for the new portlet? 

A. Deploy Oracle Adaptive Access Manager (OAAM) and integrate it with OAM, settings OAAM as the authentication
scheme. 

B. Configure Oracle Web Services Manager (OWSM) on the portal container to generate asecurity token. 

C. Configure a cookie response in OAM to set the risk score into a cookie calledHTTP_RISK_SCORE. 

D. Enable Identity Assertion propagation in the OAM policy. 

E. Configure OWSM to call OAAM to obtain the risk score. 

F. Configure an OWSMpolicy to protect the web service, consume the security token, and evaluate the risk score. 

Correct Answer: ABCD 

 

QUESTION 5

Which statement is true about a single sign-on operation initiated from a Service Provider using SAML 2.0 in Oracle
Identity Federation (OIF)? 

A. Oracle Access Manager is required as a Service Provider integration module. 

B. An Oracle Access Manager WebGate is needed to protect the target web resource and redirect requests to OIF. 

C. HTTP post binding is only supported. 

D. Any HTTP request hitting the target resource is redirected to the Service Provider\\'s OIF instance. 

Correct Answer: A 
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