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QUESTION 1

You are working as a security consultant with a global insurance organization which is using Microsoft Azure Active
Directory (AD) as identity provided to manager user login/passwords. When a user logs in to Oracle Cloud infrastructure
(OCI) console, it should get authenticated by Azure AD. Which set of steps are required to configure at OCI side in order
to get it enabled 

A. Setup Azure AD as an Enterprise Application, map Azure AD users and groups and policies to OCI groups and
users 

B. Setup Azure AD as an Identity Provider, Import users and groups from Azure AD to OCI, set up IAM policies to
govern access to Azure AD groups 

C. Setup Azure AD as an Enterprise Application, configure OCI for single sign-on, map Azure AD groups to OCI groups,
set up the IAM policies to govern access to Azure AD groups 

D. Setup Azure AD as an Identity Provider, map Azure AD groups to OCI groups, set up the IAM policies to govern
access to Azure AD groups 

Correct Answer: D 

Federating with Microsoft Azure Active Directory To federate with Azure AD, you set up Oracle Cloud Infrastructure as a
basic SAML single sign-on application in Azure AD. To set up this application, you perform some steps in the Oracle
Cloud Infrastructure Console and some steps in Azure AD. Following is the general process an administrator goes
through to set up the federation. Details for In Oracle Cloud Infrastructure, download the federation metadata document.
In Azure AD, set up Oracle Cloud Infrastructure Console as an enterprise application. In Azure AD, configure the Oracle
Cloud 

Infrastructure enterprise application for single sign-on. 

In Azure AD, set up the user attributes and claims. 

In Azure AD, download the Azure AD SAML metadata document. 

In Azure AD, assign user groups to the application. 

In Oracle Cloud Infrastructure, set up Azure AD as an identity provider. In Oracle Cloud Infrastructure, map 

your Azure AD groups to Oracle Cloud Infrastructure groups. In Oracle Cloud Infrastructure, set up the IAM 

policies to govern access for your Azure AD groups. Share the Oracle Cloud Infrastructure sign-in URL 

with your user 

 

QUESTION 2

Your customer recently ordered for a 1-Gbps Fast Connect connection In ap-tokyo-1 region of Oracle Cloud
Infrastructure (OCI). They will us this to one Virtual cloud Network (VCN) in their production (OC1) tenancy and VCN In
their development OC1 tenancy As a Solution Architect, how should yon configure and architect the connectivity
between on premises and VCNs In OCI? 

A. Create two private virtual circuits on the FastConnect link. Create two Dynamic Routing Gateways, one for each
VCNs. Attach the virtual circuits to the dynamic routing gateways. 
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B. You cannot achieve connectivity using single FastConnect link as the production and the development VCNs-are in
separate tenancies. Request one more FastConnect connection. 

C. Create a single private virtual circuit over FastConnect and attach fastConnect to either of the 

D. Create a hub-VCN that uses Dynamic Routing Gateway (DRG) to communicate with on-premises network over
FastConnect. Connect the hub-VCN to the production VCN spoke and with development VCN spoke, each peered via
their respective local Peering Gateway (LPG) 

Correct Answer: D 

There\\'s an advanced routing scenario called transit routing that enables communication between an onpremises
network and multiple VCNs over a single Oracle Cloud Infrastructure FastConnect or IPSec VPN. The VCNs must be in
the same region and locally peered in a hub-and-spoke layout. As part of the scenario, the VCN that is acting as the hub
has a route table associated with each LPG (typically route tables are associated with a VCN\\'s subnets). 

 

QUESTION 3

The Finance department of your company has reached out to you. They have customer sensitive data on 

compute Instances In Oracle Cloud Infrastructure (OCI) which they want to store in OCI Storage for long 

term retention and archival. 

To meet security requirements they want to ensure this data is NOT transferred over public internet, even if 

encrypted. 

which they want to store In OCI Object Storage fin long term retention and archival To meet security 

requirements they want to ensure this data is NOT transferred over public Internet, even it encrypted. 

Which option meets this requirements? 

A. Configure a NAT instance and all traffic between compute In Private subnet should use this NAT instance with
Private IP as the route target. 

B. Use NAT gateway with appropriate route table when transferring data. Then use NAT gateways\\' toggle (on/off) once
data transfer is complete. 

C. Use Service gateway with appropriate route table. 

D. Use Storage gateway with appropriate firewall rule. 
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Correct Answer: C 

 

Service Gateway is virtual router that you can add to your VCN. It provides a path for private network traffic between
your VCN and supported services in the Oracle Services Network like Object Storage) so compute Instances in a
private subnet in your VCN can back up data to Object Storage without needing public IP addresses or access to the
intern 

 

QUESTION 4

An upcoming e-commerce company has deployed their online shopping application on OCI. The application was
deployed on compute instances with autoscaling configuration for application servers fronted by a load balancer and
OCI Autonomous Transaction Processing (ATP) in the backend. In order to promote their e-commerce platform 50%
discount was announced on all the products for a limited period. During the day 1 of promotional period it was observed
that the application is running slow and company\\'s hotline is flooded with complaints. What could be two possible
reasons for this situation? 

A. The health check on some of the backend servers has failed and the load balancer has taken those servers
temporarily out of rotation 

B. As part of autoscaling, the load balancer shape has dynamically changed to a larger shape to handle more incoming
traffic and the system was slow for a short time during this change 

C. The health check on some of the backend servers has failed and the load balancer was rebooting these servers. 

D. The autoscaling has already scaled to the maximum number of instances specified in the configuration and there is
no room of scaling 

Correct Answer: AD 

 

QUESTION 5

A cost conscious fashions design company which sells bags, clothes, and other luxury items has recently decided to
more all of the their on-premises infrastructure Oracle Cloud Infrastructure (OCI), One of their on-premises application is
running on an NGINX server and the Oracle Database is running in a 2 node Oracle Real Application Clusters (RAC)
configuration. Based on cost considerations, what is an effective mechanism to migrate the customer application to OCI
and set up regular automated backups? 

A. Launch a compute Instance and run a NGINX server to host the application. Deploy a 2 node VM DB Systems with
oracle RAC enabled import the on premises database to OCI VM DB Systems using oracle Data Pump and then enable
automatic backups. 

B. Launch a compute Instance and run an NGINX server to host the application. Deploy Exadata Quarter Rack, enable
automatic backups and import the database using Oracle Data Pump. 

C. Launch a compute Instance for both the NGINX application server and the database server. Attach block volumes on
the database server compute instance and enable backup policy to backup the block volumes. 

D. Launch a Compute instance and run a NGINX Server to host the application. Deploy a 2 node VM DB Systems with
Oracle RAC enabled Import the on premises database to OCI VM DB Systems using data pump and then enable
automatic backup- Also, enable Oracle Data Guard on the database server 
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Correct Answer: A 

 

Based on cost considerations will exclude the Exadata. and there\\'s no need for Data Guard Cost Estimator
https://www.oracle.com/cloud/cost-estimator.html 
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