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QUESTION 1

You are a solutions architect for a global health care company which has numerous data centers around the globe. Due
to the ever growing data that your company is storing, you were Instructed to set up a durable, cost effective solution to
archive you data from your existing on-premises tape based backup Infrastructure to Oracle Cloud Infrastructure (OCI).
What is the most-effective mechanism to Implement this requirement? 

A. Use the File Storage Service in OCI and copy the data from your existing tape based backup to the shared file
system 

B. Setup an on premises OCI Storage Gateway which will back up your data to OCI Object Storage Archive
tier.(Correct) 

C. Setup an on premises OCI Storage Gateway which will back up your data to OCI object Storage Standard tier. Use
Object Storage life cycle policy management to move any data older than 30 days from Standard to Archive tier. 

D. Setup an on-promises OCI Storage Gateway which will back up your data to OCI Object Storage Standard 

E. Setup fastConnect to connect your on premises network to your OCI VCN and use rsync tool to copy your data to
OCI Object Storage Archive tier. 

Correct Answer: B 

Oracle Cloud Infrastructure offers two distinct storage tiers for you to store your unstructured data. Use the Object
Storage Standard tier for data to which you need fast, immediate, and frequent access. Use the Archive Storage
service\\'s Archive tier for data that you access infrequently, but which must be preserved for long periods of time. Both
storage tiers use the same manageable resources (for example, objects and buckets). The difference is that when you
upload a file to Archive Storage, the object is immediately archived. Before you can access an archived object, you must
first restore the object to the Standard tier. you can use Storage Gateway to move files to Oracle Cloud Infrastructure
Archive Storage as a cost effective backup solution. You can move individual files and compressed or uncompressed
ZIP or TAR archives. Storing secondary copies of data is an ideal use case for Storage Gateway. 

 

QUESTION 2

You are working with a social media company as a solution architect. The media company wants to collect and analyze
large amounts of data being generated from their websites and social media feeds to gain insights and continuously
improve the user experience. In order to meet this requirement, you have developed a microservices application hosted
on Oracle Container Engine for Kubernetes. The application will process the data and store the result to an Autonomous
Data Warehouse (ADW) instance. Which Oracle Cloud Infrastructure (OCI) service can you use to collect and process a
large volume of unstructured data in real time? 

A. OCI Events 

B. OCI Streaming 

C. OCI Resource Manager 

D. OCI Notifications 

Correct Answer: B 
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QUESTION 3

A new International hacktivfst group based in London, launched a wide scale cyber attacks Including SQL Injection and
Cross-Site Scripting (XSS) across multiple websites which are hosted in Oracle Cloud Infrastructure (OCI). As an IT
consultant, you must configure a Web Application Firewall (WAF) to protect these website against the attacks. How
should you configure your WAF to protect the website against those attacks? 

A. Enable an Access Rule that contains XSS Filters Categories and SQL Filters Categories. 

B. Enable a Protection Rule to block the attacks based on HTTP Headers that contain XSS and SQL strings. 

C. Enable a Protection Rule that contains XSS Filters Categories and SQL Filters Categories. 

D. Enable an Access Rule to block the IP Address range from London. 

E. Enable a Protection Rule to block requests that came from London. 

Correct Answer: A 

 

QUESTION 4

An organization has its IT infrastructure in a hybrid setup with an on-premises environment and an Oracle Cloud
Infrastructure (OCI) Virtual Cloud Network (VCN) in the us-phonix-1 region. The on- premise applications
communications with compute instances inside the VPN over a hardware VPN connection. They are looking to
implement an Intrusion detected and Prevention (IDS/IPS) system for their OCI environment. This platform should have
the ability to scale to thousands of compute of instances running inside the VCN. How should they architect their
solution on OCI to achieve this goal? 

A. Set up an OCI Private Load Balance! and configure IDS/IPS related health checks at TCP and/or HTTP level to
inspect traffic 

B. Configure each host with an agent that collects all network traffic and sends that traffic to the IDS/IPS platform to
inspection 

C. There Is no need to implement an IPS/IDS system as traffic coming over IPSec VPN tunnels Is already encrypt 

D. Configure autoscaling on a compute Instance pool and set vNIC to promiscuous mode to called traffic across the vcn
and send it IDS/IPS platform for inspection. 

Correct Answer: B 

in Transit routing through a private IP in the VCN you set up an instance in the VCN to act as a firewall or intrusion
detection system to filter or inspect the traffic between the on-premises network and Oracle Services Network. The
Networking service lets you implement network security functions such as intrusion detection, application-level firewalls
In fact, the IDS model can be host-based IDS (HIDS) or network-based IDS (NIDS). HIDS is installed at a host to
periodically monitor specific system logs for patterns of intrusions. In contrast, an NIDS sniffs the traffic to analyze
suspicious behaviors. A signature-based NIDS (SNIDS) examines the traffic for patterns of known intrusions. SNIDS
can quickly and reliably diagnose the attacking techniques and security holes without generating an over-whelming
number of false alarms because SNIDS relies on known signatures. However, anomaly-based NIDS (ANIDS) detects
unusual behaviors based on statistical methods. ANIDS could detect symptoms of attacks without specific knowledge of
details. However, if the training data of the normal traffic are inadequate, ANIDS may generate a large number of false
alarms. 
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QUESTION 5

An online Stock trading application is deployed to multiple Availability Domains in the us phoenix-1 region. Considering
the high volume of transactions that the trading application handles, the company has hired you to ensure that the data
stored by the application available, and disaster resilient. In the event of failure, the Recovery lime Objective (UK)) must
be less than 2 hours to meet regulator requirements. Which Disaster Recovery strategy should be used to achieve the
RTO requirement In the event of system failure? 

A. Configure hourly block volumes backups through the Storage Gateway service. 

B. Configure hourly block volumes backups using the Oracle Cloud Infrastructure (OCI) Command Line Interface (CLI) 

C. Store hourly block volumes backup to NVMe device under a compute instance and generate a custom Image every 5
minutes. 

D. Configure your application to use synchronous master slave data replication between Availability Domains. 

Correct Answer: B 

You can use the CLI, REST APIs, or the SDKs to automate, script, and manage volume backups and their lifecycle.
Planning Your Backup The primary use of backups is to support business continuity, disaster recovery, and long-term
archiving requirements. When determining a backup schedule, your backup plan and goals should consider the
following: Frequency: How often you want to back up your data. Recovery time: How long you can wait for a backup to
be restored and accessible to the applications that use it. The time for a backup to complete varies on several factors,
but it will generally take a few minutes or longer, depending on the size of the data being backed up and the amount of
data that has changed since your last backup. 

Number of stored backups: How many backups you need to keep available and the deletion schedule for those you no
longer need. You can only create one backup at a time, so if a backup is underway, it will need to complete before you
can create another one. For details about the number of backups you can store 
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