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QUESTION 1

You are building a highly available and fault tolerant web application deployment for your company. Similar application
delayed by competitors experienced web site attack including DDoS which resulted in web server failing. You have
decided to use Oracle Web Application Firewall (WAF) to implement an architecture which will provide protection
against such attacks and ensure additional configuration will you need to implement to make sure WAF is protecting my
web application 24?. Which additional configuration will you need to Implement to make sure WAF Is protecting my web
application 24?? 

A. Configure auto scaling policy and it to WAF instance. 

B. Configure Control Rules to send traffic to multiple web servers 

C. Configure multiple origin servers 

D. Configure new rules based on now vulnerabilities and mitigations 

Correct Answer: C 

Origin Management An origin is an endpoint (typically an IP address) of the application protected by the WAF. An origin
can be an Oracle Cloud Infrastructure load balancer public IP address. A load balancer IP address can be used for high
availability to an origin. Multiple origins can be defined, but only a single origin can be active for a WAF. You can set
HTTP headers for outbound traffic from the WAF to the origin server. These name value pairs are then available to the
application. Oracle Cloud Infrastructure Web Application Firewall (WAF) is a cloud-based, Payment Card Industry (PCI)
compliant, global security service that protects applications from malicious and unwanted internet traffic. WAF can
protect any internet facing endpoint, providing consistent rule enforcement across a customer\\'s applications. WAF
provides you with the ability to create and manage rules for internet threats including Cross-Site Scripting (XSS), SQL
Injection and other OWASP-defined vulnerabilities. Unwanted bots can be mitigated while tactically allowed desirable
bots to enter. Access rules can limit based on geography or the signature of the request. Distributed Denial of Service
(DDoS) A DDoS attack is an often intentional attack that consumes an entity\\'s resources, usually using a large number
of distributed sources. DDoS can be categorized into either Layer 7 or Layer 3/4 (L3/4) A layer 7 DDoS attack is a DDoS
attack that sends HTTP/S traffic to consume resources and hamper a website\\'s ability to delivery content or to harm
the owner of the site. The Web Application Firewall (WAF) service can protect layer 7 HTTP-based resources from layer
7 DDoS and other web application attack vectors. 

 

QUESTION 2

A cloud consultant is working on implementation project on OCI. As part of the compliance requirements, 

the objects placed in object storage should be automatically archived first and then deleted. He is testing a 

Lifecycle Policy on Object Storage and created a policy as below: 

[ { "name": "Archive_doc", "action": "ARCHIVE", "objectNameFilter": { "inclusionPrefixes": "doc"] }, 

"timeAmount": 5, "timeunit": "DAYS", "isEnabled": true }, { "name": "Delete_doc", "action": "DELETE", 

"objectNameFilter": "inclusionPrefixes": 

[ "doc"] 1."timeAmount": 5, "timeunit": "DAYS", "isEnabled": true } What will happen after this policy is 

applied? 
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A. All objects with names starting with "doc" will be deleted after 5 days of object creation 

B. All the objects having file extension ".doc" will be archived for 5 days and will be deleted 10 days after object creation 

C. All the objects having file extension ".doc" will be archived 5 days after object creation 

D. All the objects with names starting with "doc" will be archived 5 days after object creation and will be deleted 5 days
after archival 

Correct Answer: A 

Object Lifecycle Management works by defining rules that instruct Object Storage to archive or delete objects on your
behalf within a given bucket. A bucket\\'s lifecycle rules are collectively known as an object lifecycle policy. You can use
a rule to either archive or delete objects and specify the number of days until the A rule that deletes an object always
takes priority over a rule that would archive that same object. 

 

QUESTION 3

A retail company has recently adopted a hybrid architecture. They have the following requirements for their end-to-end
Connectivity model between their on-premises data center and Oracle Cloud Infrastructure (OC1) region 

* 

Highly available connection with service level redundancy 

* 

Dedicated network bandwidth with low latency 

Which connectivity setup is the most cost effective solution for this scenario? 

A. 

Setup IPsec VPN as your primary connection, and a FastConnect virtual circuit as a backup connection. Use separate
edge devices in your on-premises data canter for each connection from your edge devices, advertise more specific
routes IPSec VPN, and specific routes through the backup FastConnect virtual circuit. 

B. 

Setup FastConnect virtual circuit as your primary connection, and a second FastConnect virtual circuit as a backup
connection. Use separate edge devices in your FastConnect physical connectivity is redundant Use a single edge
device in your on premises data center for each connection From yc device, advertise more specific routes via primary
FastConnect virtual circuit, and less specific routes through t backup FastConnect circuit. 

C. 

Setup FastConnect virtual circuit as your primary connection, and an IPSec VPN as a backup connection. Use separate
edge devices in your on-premises data center for each connection. From your edge devices, advertise more specific
routes through FastConnect virtual circuit, and more specific routes through the backup IPSec VPN path. 

D. 

Setup IPSec VPN as your primary connection, and a second IPSec VPN as a backup connection. Use separate edge
devices in your on p data center for each connection. From your edge devices, advertise more specific routes via
primary IPSec VPN. and less specific rod the backup IPSec VPN. 
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Correct Answer: D 

there are two main requirements for this Customer First Highly available connection with service level redundancy and
that can achieve by 

3- Redundant FastConnect 
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QUESTION 4

You are working as a cloud consultant for a major media company. In the US and your client requested to 

consolidate all of their log streams, access logs, application logs, and security logs into a single system. 

The client wants to analyze all of their logs In real-time based on heuristics and the result should be 

validated as well. This validation process requires going back to data samples extracted from the last 8 

hours. 

What approach should you take for this scenario? 

A. Create an auto scaling pool of syslog-enabled servers using compute instances which will store the logs In Object
storage, then use map reduce jobs to extract logs from Object storage, and apply heuristics on the logs. 

B. Create a bare-metal instance big enough to host a syslog enabled server to process the logs and store logs on the
locally attached NVMe SSDs for rapid retrieval of logs when needed. 

C. Set up an OCI Audit service and ingest all the API arils from Audit service pragmatically to a client side application to
apply heuristics and save the result in an OCI Object storage. 

D. Stream all the logs and cloud events of Events service to Oracle Streaming Service. Build a client process that will
apply heuristics on the logs and store them in an Object Storage. 

Correct Answer: D 

The Oracle Cloud Infrastructure Streaming service provides a fully managed, scalable, and durable storage solution for
ingesting continuous, high-volume streams of data that you can consume and process in real time. Streaming can be
used for messaging, ingesting high-volume data such as application logs, operational telemetry, web click-stream data,
or other use cases in which data is produced and processed continually and sequentially in a publish-subscribe
messaging model. Streaming Usage Scenarios Here are some of the many possible uses for Streaming: Metric and log
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ingestion: Use the Streaming service as an alternative for traditional file-scraping approaches to help make critical
operational data more quickly available for indexing, analysis, and visualization. Messaging: Use Streaming to decouple
components of large systems. Streaming provides a pull/bufferbased communication model with sufficient capacity to
flatten load spikes and the ability to feed multiple consumers with the same data independently. Key-scoped ordering
and guaranteed durability provide reliable primitives to implement various messaging patterns, while high 

Infrastructure and apps event processing: Use Streaming as a unified entry point for cloud components to report their
life cycle events for audit, accounting, and related activities. 

 

QUESTION 5

An upcoming e-commerce company has deployed their online shopping application on OCI. The application was
deployed on compute instances with autoscaling configuration for application servers fronted by a load balancer and
OCI Autonomous Transaction Processing (ATP) in the backend. In order to promote their e-commerce platform 50%
discount was announced on all the products for a limited period. During the day 1 of promotional period it was observed
that the application is running slow and company\\'s hotline is flooded with complaints. What could be two possible
reasons for this situation? 

A. The health check on some of the backend servers has failed and the load balancer has taken those servers
temporarily out of rotation 

B. As part of autoscaling, the load balancer shape has dynamically changed to a larger shape to handle more incoming
traffic and the system was slow for a short time during this change 

C. The health check on some of the backend servers has failed and the load balancer was rebooting these servers. 

D. The autoscaling has already scaled to the maximum number of instances specified in the configuration and there is
no room of scaling 

Correct Answer: AD 
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