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QUESTION 1

Which element is included in an incident response plan as stated in NIST.SP800-617 

A. security of sensitive information 

B. individual approach to incident response 

C. consistent threat identification 

D. approval of senior management 

Correct Answer: D 

 

 

QUESTION 2

Refer to the exhibit. 

Which packet contains a file that is extractable within Wireshark? 

A. 2317 

B. 1986 

C. 2318 

D. 2542 

Correct Answer: D 

 

QUESTION 3

Refer to the exhibit. 
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Which type of log is displayed? 

A. proxy 

B. NetFlow 

C. IDS 

D. sys 

Correct Answer: B 

 

QUESTION 4

A company is using several network applications that require high availability and responsiveness, such that
milliseconds of latency on network traffic is not acceptable. An engineer needs to analyze the network and identify ways
to improve traffic movement to minimize delays. Which information must the engineer obtain for this analysis? 

A. total throughput on the interface of the router and NetFlow records 

B. output of routing protocol authentication failures and ports used 

C. running processes on the applications and their total network usage 

D. deep packet captures of each application flow and duration 

Correct Answer: C 

 

QUESTION 5

What ate two categories of DDoS attacks? (Choose two.) 

A. split brain 

B. scanning 

C. phishing 

D. reflected 

E. direct 

Correct Answer: DE 
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