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QUESTION 1

Why is SSH preferred over Telnet as a method of accessing a network device to alter or view the configuration? 

A. Telnet encrypts only the login information, not the entire transmission. 

B. SSH requires fewer network resources and no additional configuration. 

C. Telnet is more difficult to use and configure than SSH. 

D. SSH encrypts the login and session information. 

Correct Answer: D 

 

QUESTION 2

At which Layer would you check ACLs for TCP ports being blocked? 

A. Layer 1 

B. Layer 2 

C. Layer 3 

D. Layer 4 

Correct Answer: D 

 

QUESTION 3

A router is not operating as expected and the network administrator wants to verify that the router booted using the
correct IOS image. Which command should be used to determine which IOS is running on the router? 

A. show flash 

B. show version 

C. show memory 

D. show startup-config 

E. show config-register 

Correct Answer: B 

 

QUESTION 4

The network administrator is using a Windows PC application that is called putty.exe for remote communication to a
switch for network troubleshooting. Which two protocols could be used during this communication? (Choose two). 
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A. SNMP 

B. HTTP 

C. Telnet 

D. RMON 

E. SSH 

Correct Answer: CE 

 

QUESTION 5

What are two benefits of a star network topology? (Choose two.) 

A. Disruption of the entire network is not required when adding new machines. 

B. Any problem which leaves the network inoperable can be traced to the central hub. 

C. This network type requires less cable as compared to linear bus topology. 

D. The performance of one of the numerous nodes cannot reflect on the performance of other nodes. 

E. The performance of the entire network is directly dependent on the performance of the hub. 

Correct Answer: AB 
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