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QUESTION 1

Myles, a security professional at an organization, provided laptops for all the employees to carry out the business
processes from remote locations. While installing necessary applications required for the business, Myles has also
installed antivirus software on each laptop following the company\\'s policy to detect and protect the machines from
external malicious events over the Internet. 

Identify the PCI-DSS requirement followed by Myles in the above scenario. 

A. PCI-DSS requirement no 1.3.2 

B. PCI-DSS requirement no 1.3.5 

C. PCI-DSS requirement no 5.1 

D. PCI-DSS requirement no 1.3.1 

Correct Answer: C 

 

QUESTION 2

Lorenzo, a security professional in an MNC, was instructed to establish centralized authentication, authorization, and
accounting for remote-access servers. For this purpose, he implemented a protocol that is based on the client-server
model and works at the transport layer of the OSI model. 

Identify the remote authentication protocol employed by Lorenzo in the above scenario. 

A. SNMPv3 

B. RADIUS 

C. POP3S 

D. IMAPS 

Correct Answer: B 

 

QUESTION 3

A software company is developing a new software product by following the best practices for secure application
development. Dawson, a software analyst, is checking the performance of the application on the client\\'s network to
determine whether end users are facing any issues in accessing the application. 

Which of the following tiers of a secure application development lifecycle involves checking the performance of the
application? 

A. Development 

B. Testing 

C. Quality assurance (QA) 
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D. Staging 

Correct Answer: B 

 

QUESTION 4

Nicolas, a computer science student, decided to create a guest OS on his laptop for different lab operations. He adopted
a virtualization approach in which the guest OS will not be aware that it is running in a virtualized environment. The
virtual machine manager (VMM) will directly interact with the computer hardware, translate commands to binary
instructions, and forward them to the host OS. 

Which of the following virtualization approaches has Nicolas adopted in the above scenario? 

A. Hardware-assisted virtualization 

B. Full virtualization 

C. Hybrid virtualization 

D. OS-assisted virtualization 

Correct Answer: B 

 

QUESTION 5

Shawn, a forensic officer, was appointed to investigate a crime scene that had occurred at a coffee shop. As a part of
investigation, Shawn collected the mobile device from the victim, which may contain potential evidence to identify the
culprits. 

Which of the following points must Shawn follow while preserving the digital evidence? (Choose three.) 

A. Never record the screen display of the device 

B. Turn the device ON if it is OFF 

C. Do not leave the device as it is if it is ON 

D. Make sure that the device is charged 

Correct Answer: BCD 
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