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QUESTION 1

A web application www.movieabc.com was found to be prone to SQL injection attack. You are given a task to exploit the
web application and fetch the user credentials. Select the UID which is mapped to user john in the database table. 

Note: 

Username: sam 

Pass: test 

A. 5 

B. 3 

C. 2 

D. 4 

Correct Answer: D 

 

QUESTION 2

Malachi, a security professional, implemented a firewall in his organization to trace incoming and outgoing traffic. He
deployed a firewall that works at the session layer of the OSI model and monitors the TCP handshake between hosts to
determine whether a requested session is legitimate. 

Identify the firewall technology implemented by Malachi in the above scenario. 

A. Next generation firewall (NGFW) 

B. Circuit-level gateways 

C. Network address translation (NAT) 

D. Packet filtering 

Correct Answer: B 

 

QUESTION 3

Walker, a security team member at an organization, was instructed to check if a deployed cloud service is working as
expected. He performed an independent examination of cloud service controls to verify adherence to standards through
a review of objective evidence. Further, Walker evaluated the services provided by the CSP regarding security controls,
privacy impact, and performance. 

Identify the role played by Walker in the above scenario. 

A. Cloud auditor 

B. Cloud provider 
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C. Cloud carrier 

D. Cloud consumer 

Correct Answer: A 

 

QUESTION 4

You are a penetration tester working to test the user awareness of the employees of the client xyz. You harvested two
employees\\' emails from some public sources and are creating a client-side backdoor to send it to the employees via
email. Which stage of the cyber kill chain are you at? 

A. Reconnaissance 

B. Command and control 

C. Weaponization 

D. Exploitation 

Correct Answer: C 

 

QUESTION 5

Andre, a security professional, was tasked with segregating the employees\\' names, phone numbers, and credit card
numbers before sharing the database with clients. For this purpose, he implemented a deidentification technique that
can replace the critical information in database fields with special characters such as asterisks (*) and hashes (#).
Which of the following techniques was employed by Andre in the above scenario? 

A. Tokenization 

B. Masking 

C. Hashing 

D. Bucketing 

Correct Answer: B 
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