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QUESTION 1

Stephen, a security professional at an organization, was instructed to implement security measures that prevent
corporate data leakage on employees\\' mobile devices. For this purpose, he employed a technique using which all
personal and corporate data are isolated on an employee\\'s mobile device. Using this technique, corporate applications
do not have any control of or communication with the private applications or data of the employees. 

Which of the following techniques has Stephen implemented in the above scenario? 

A. Full device encryption 

B. Geofencing 

C. Containerization 

D. OTA updates 

Correct Answer: C 

 

QUESTION 2

Nancy, a security specialist, was instructed to identify issues related to unexpected shutdown and restarts on a Linux
machine. To identify the incident cause, Nancy navigated to a directory on the Linux system and accessed a log file to
troubleshoot problems related to improper shutdowns and unplanned restarts. 

Identify the Linux log file accessed by Nancy in the above scenario. 

A. /var/log/secure 

B. /var/log/kern.log 

C. /var/log/boot.log 

D. /var/log/lighttpd/ 

Correct Answer: C 

 

QUESTION 3

Tristan, a professional penetration tester, was recruited by an organization to test its network infrastructure. The
organization wanted to understand its current security posture and its strength in defending against external threats. For
this purpose, the organization did not provide any information about their IT infrastructure to Tristan. Thus, Tristan
initiated zero-knowledge attacks, with no information or assistance from the organization. 

Which of the following types of penetration testing has Tristan initiated in the above scenario? 

A. Black-box testing 

B. White-box testing 

C. Gray-box testing 
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D. Translucent-box testing 

Correct Answer: A 

 

QUESTION 4

Sam, a software engineer, visited an organization to give a demonstration on a software tool that helps in business
development. The administrator at the organization created a least privileged account on a system and allocated that
system to Sam for the demonstration. Using this account, Sam can only access the files that are required for the
demonstration and cannot open any other file in the system. 

Which of the following type of accounts the organization has given to Sam in the above scenario? 

A. Service account 

B. Guest account 

C. User account 

D. Administrator account 

Correct Answer: B 

 

QUESTION 5

Ruben, a crime investigator, wants to retrieve all the deleted files and folders in the suspected media without affecting
the original files. For this purpose, he uses a method that involves the creation of a cloned copy of the entire media and
prevents the contamination of the original media. 

Identify the method utilized by Ruben in the above scenario. 

A. Sparse acquisition 

B. Bit-stream imaging 

C. Drive decryption 

D. Logical acquisition 

Correct Answer: B 
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