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QUESTION 1

Richards, a security specialist at an organization, was monitoring an IDS system. While monitoring, he suddenly
received an alert of an ongoing intrusion attempt on the organization\\'s network. He immediately averted the malicious
actions by implementing the necessary measures. 

Identify the type of alert generated by the IDS system in the above scenario. 

A. True positive 

B. True negative 

C. False negative 

D. False positive 

Correct Answer: A 

 

QUESTION 2

You are Harris working for a web development company. You have been assigned to perform a task for vulnerability
assessment on the given IP address 20.20.10.26. Select the vulnerability that may affect the website according to the
severity factor. 

Hint: Greenbone web credentials: admin/password 

A. TCP timestamps 

B. Anonymous FTP Login Reporting 

C. FTP Unencrypted Cleartext Login 

D. UDP timestamps 

Correct Answer: C 

 

QUESTION 3

Ashton is working as a security specialist in SoftEight Tech. He was instructed by the management to strengthen the
Internet access policy. For this purpose, he implemented a type of Internet access policy that forbids everything and
imposes strict restrictions on all company computers, whether it is system or network usage. 

Identify the type of Internet access policy implemented by Ashton in the above scenario. 

A. Paranoid policy 

B. Prudent policy 

C. Permissive policy 

D. Promiscuous policy 
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Correct Answer: A 

 

QUESTION 4

A software company is developing a new software product by following the best practices for secure application
development. Dawson, a software analyst, is checking the performance of the application on the client\\'s network to
determine whether end users are facing any issues in accessing the application. 

Which of the following tiers of a secure application development lifecycle involves checking the performance of the
application? 

A. Development 

B. Testing 

C. Quality assurance (QA) 

D. Staging 

Correct Answer: B 

 

QUESTION 5

Matias, a network security administrator at an organization, was tasked with the implementation of secure wireless
network encryption for their network. For this purpose, Matias employed a security solution that uses 256-bit
Galois/Counter Mode Protocol (GCMP-256) to maintain the authenticity and confidentiality of data. 

Identify the type of wireless encryption used by the security solution employed by Matias in the above scenario. 

A. WPA2 encryption 

B. WPA3 encryption 

C. WEP encryption 

D. WPA encryption 

Correct Answer: B 
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