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QUESTION 1

Zion belongs to a category of employees who are responsible for implementing and managing the physical security
equipment installed around the facility. He was instructed by the management to check the functionality of equipment
related 

to physical security. 

Identify the designation of Zion. 

A. Supervisor 

B. Chief information security officer 

C. Guard 

D. Safety officer 

Correct Answer: C 

 

QUESTION 2

Stephen, a security professional at an organization, was instructed to implement security measures that prevent
corporate data leakage on employees\\' mobile devices. For this purpose, he employed a technique using which all
personal and corporate data are isolated on an employee\\'s mobile device. Using this technique, corporate applications
do not have any control of or communication with the private applications or data of the employees. 

Which of the following techniques has Stephen implemented in the above scenario? 

A. Full device encryption 

B. Geofencing 

C. Containerization 

D. OTA updates 

Correct Answer: C 

 

QUESTION 3

RAT has been setup in one of the machines connected to the network to steal the important Sensitive corporate docs
located on Desktop of the server, further investigation revealed the IP address of the server 20.20.10.26. Initiate a
remote connection using thief client and determine the number of files present in the folder. 

Hint: Thief folder is located at: Z:\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Remote
Access Trojans (RAT)\Thief of Attacker Machine-1. 

A. 2 

B. 4 
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C. 3 D. 5 

Correct Answer: C 

 

QUESTION 4

Initiate an SSH Connection to a machine that has SSH enabled in the network. After connecting to the machine find the
file flag.txt and choose the content hidden in the file. Credentials for SSH login are provided below: 

Hint: 

Username: sam 

Password: admin@l23 

A. sam@bob 

B. bob2@sam 

C. bob@sam 

D. sam2@bob 

Correct Answer: C 

 

QUESTION 5

Paul, a computer user, has shared information with his colleague using an online application. The online application
used by Paul has been incorporated with the latest encryption mechanism. This mechanism encrypts data by using a
sequence of photons that have a spinning trait while traveling from one end to another, and these photons keep
changing their shapes during their course through filters: vertical, horizontal, forward slash, and backslash. 

Identify the encryption mechanism demonstrated in the above scenario. 

A. Quantum cryptography 

B. Homomorphic encryption 

C. Rivest Shamir Adleman encryption 

D. Elliptic curve cryptography 

Correct Answer: A 
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