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QUESTION 1

In the Control Analysis stage of the NIST\\'s risk assessment methodology, technical and none technical control
methods are classified into two categories. What are these two control categories?

A. Preventive and Detective controls
B. Detective and Disguised controls
C. Predictive and Detective controls
D. Preventive and predictive controls

Correct Answer: A

QUESTION 2

CERT members can provide critical support services to first responders such as:
A. Immediate assistance to victims

B. Consolidated automated service process management platform

C. Organizing spontaneous volunteers at a disaster site

D.A+C

Correct Answer: D

QUESTION 3

Risk management consists of three processes, risk assessment, mitigation and evaluation. Risk assessment determines
the extent of the potential threat and the risk associated with an IT system through its SDLC. How many primary steps
does NIST\\'s risk assessment methodology involve?

A. Twelve

B. Four

C. Six

D. Nine

Correct Answer: C

QUESTION 4
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The typical correct sequence of activities used by CSIRT when handling a case is:
A. Log, inform, maintain contacts, release information, follow up and reporting
B. Log, inform, release information, maintain contacts, follow up and reporting
C. Log, maintain contacts, inform, release information, follow up and reporting
D. Log, maintain contacts, release information, inform, follow up and reporting

Correct Answer: A

QUESTION 5

The process of rebuilding and restoring the computer systems affected by an incident to normal operational stage
including all the processes, policies and tools is known as:

A. Incident Management
B. Incident Response
C. Incident Recovery

D. Incident Handling

Correct Answer: C
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