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QUESTION 1

A user is having difficulty installing a program in Windows Vista, as the computer appears to stall prior to the installation.
Which of the following is the BEST choice of why this is occurring? 

A. Aero Settings are not enabled. 

B. Power Settings need to be enabled. 

C. BitLocker is scanning for corrupt software. 

D. UAC is waiting for user input. 

Correct Answer: D 

 

QUESTION 2

A technician wants to enable BitLocker on a Windows 10 laptop and is unable to find the BitLocker Drive Encryption
menu item in Control Panel. Which of the following explains why the technician unable to find this menu item? 

A. The hardware does not meet BitLocker\\'s minimum system requirements. 

B. BitLocker was renamed for Windows 10. 

C. BitLocker is not included on Windows 10 Home. 

D. BitLocker was disabled in the registry of the laptop 

Correct Answer: C 

BitLocker is only available on Windows 10 Pro, Enterprise, and Education editions1. Therefore, the technician is unable
to find the BitLocker Drive Encryption menu item in Control Panel because it is not included in the Windows 10 Home
edition1. 

 

QUESTION 3

The network was breached over the weekend System logs indicate that a single user\\'s account was successfully
breached after 500 attempts with a dictionary attack. Which of the following would BEST mitigate this threat? 

A. Encryption at rest 

B. Account lockout 

C. Automatic screen lock 

D. Antivirus 

Correct Answer: B 

Account lockout would best mitigate the threat of a dictionary attack 
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QUESTION 4

A Chief Executive Officer has learned that an exploit has been identified on the web server software, and a patch is not
available yet. Which of the following attacks MOST likely occurred? 

A. Brute force 

B. Zero day 

C. Denial of service 

D. On-path 

Correct Answer: B 

A zero-day attack is an attack that exploits a previously unknown vulnerability in a computer application, meaning that
the attack occurs on "day zero" of awareness of the vulnerability Configuring AAA Services. Retrieved from https://www.
cisco.com/c/en/us/td/docs/routers/crs/software/crs_r4-0/security/configuration/guide/sc40crsbook_chapter1.html 

 

QUESTION 5

A technician is working to resolve a Wi-Fi network issue at a doctor\\'s office that is located next to an apartment
complex. The technician discovers that employees and patients are not the only people on the network. Which of the
following should the technician do to BEST minimize this issue? 

A. Disable unused ports. 

B. Remove the guest network 

C. Add a password to the guest network 

D. Change the network channel. 

Correct Answer: D 

Changing the network channel is the best solution to minimize the issue of employees and patients not being the only
people on the Wi-Fi network5 References: 3. Sample CompTIA Security+ exam questions and answers. Retrieved from
https://www.techtarget.com/searchsecurity/quiz/Sample-CompTIA-Security-exam- questions-and-answers 
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