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QUESTION 1

An engineer is configuring a Cisco Email Security Appliance (ESA) and chooses "Preferred" as the settings for TLS on a
HAT Mail Flow Policy. Which result occurs? 

A. TLS is allowed for outgoing connections to MTAs. Connection to the listener require encrypted Simple Mail Transfer
Protocol conversations 

B. TLS is allowed for incoming connections to the listener from MTAs, even after a STARTTLS command received 

C. TLS is allowed for incoming connections to the listener from MTAs. Until a STARTTLS command received, the ESA
responds with an error message to every command other than No Option, EHLO, or QUIT. 

D. TLS is allowed for outgoing connections to the listener from MTAs. Until a STARTTLS command received, the ESA
responds with an error message to every command other than No Option (NOOP), EHLO, or QUIT. 

Correct Answer: C 

 

 

QUESTION 2

A Cisco Web Security Appliance\\'s policy can provide visibility and control of which two elements? (Choose two.) 

A. Voice and Video Applications 

B. Websites with a reputation between -100 and -60 

C. Secure websites with certificates signed under an unknown CA 

D. High bandwidth websites during business hours 

Correct Answer: CD 

 

QUESTION 3

What are three features of the Cisco Security Intellishield Alert Manager Service? (Choose three.) 

A. validation of alerts by security analysts 

B. custom notifications 

C. complete threat and vulnerability remediation 

D. vendor-specific threat analysis 

E. workflow-management tools 

F. real-time threat and vulnerability mitigation 

Correct Answer: ABE 
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QUESTION 4

Refer to the exhibit.[Missing the exhibit] What is a result of the configuration? 

A. Only traffic from the inside network is redirected. 

Correct Answer: A 

 

 

QUESTION 5

Which two pieces of information are required to implement transparent user identification using context Directory Agent?
(Choose two.) 

A. the shared secret 

B. the server name where Context Directory Agent is installed 

C. the server name of the global catalog domaint controller 

D. the syslog server IP address 

Correct Answer: AB 
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