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QUESTION 1

Which information is provided bout the object file by the "-h" option in the objdump line command objdump ? oasys ? vax
? fu.o? 

A. bfdname 

B. debugging 

C. help 

D. headers 

Correct Answer: D 

Reference: https://sourceware.org/binutils/docs/binutils/objdump.html 

 

QUESTION 2

An employee receives an email from a "trusted" person containing a hyperlink that is malvertising. The employee clicks
the link and the malware downloads. An information analyst observes an alert at the SIEM and engages the
cybersecurity team to conduct an analysis of this incident in accordance with the incident response plan. Which event
detail should be included in this root cause analysis? 

A. phishing email sent to the victim 

B. alarm raised by the SIEM 

C. information from the email header 

D. alert identified by the cybersecurity team 

Correct Answer: B 

 

QUESTION 3

An attacker embedded a macro within a word processing file opened by a user in an organization\\'s legal department.
The attacker used this technique to gain access to confidential financial data. Which two recommendations should a
security expert make to mitigate this type of attack? (Choose two.) 

A. controlled folder access 

B. removable device restrictions 

C. signed macro requirements 

D. firewall rules creation 

E. network access control 

Correct Answer: AC 
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QUESTION 4

Refer to the exhibit. Which element in this email is an indicator of attack? 

A. IP Address: 202.142.155.218 

B. content-Type: multipart/mixed 

C. attachment: "Card-Refund" 

D. subject: "Service Credit Card" 

Correct Answer: C 

 

QUESTION 5
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Refer to the exhibit. Which determination should be made by a security analyst? 

A. An email was sent with an attachment named "Grades.doc.exe". 

B. An email was sent with an attachment named "Grades.doc". 

C. An email was sent with an attachment named "Final Report.doc". 

D. An email was sent with an attachment named "Final Report.doc.exe". 

Correct Answer: D 
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