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QUESTION 1

Which technique is used to evade detection from security products by executing arbitrary code in the address space of a
separate live operation? 

A. process injection 

B. privilege escalation 

C. GPO modification 

D. token manipulation 

Correct Answer: A 

Reference: https://attack.mitre.org/techniques/T1055/ 

 

QUESTION 2

Which tool is used for reverse engineering malware? 

A. Ghidra 

B. SNORT 

C. Wireshark 

D. NMAP 

Correct Answer: A 

Reference: https://www.nsa.gov/resources/everyone/ghidra/#:~:text=Ghidra%20is%20a%20software%20reverse,in%20t
heir%20networks%20and%20systems. 

 

QUESTION 3
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Refer to the exhibit. Which two determinations should be made about the attack from the Apache access logs? (Choose
two.) 

A. The attacker used r57 exploit to elevate their privilege. 

B. The attacker uploaded the word press file manager trojan. 

C. The attacker performed a brute force attack against word press and used sql injection against the backend
database. 

D. The attacker used the word press file manager plugin to upoad r57.php. 

E. The attacker logged on normally to word press admin page. 

Correct Answer: CD 
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QUESTION 4

An incident response team is recommending changes after analyzing a recent compromise in which: 

a large number of events and logs were involved; 

team members were not able to identify the anomalous behavior and escalate it in a timely manner; 

several network systems were affected as a result of the latency in detection; 

security engineers were able to mitigate the threat and bring systems back to a stable state; and 

the issue reoccurred shortly after and systems became unstable again because the correct information was not
gathered during the initial identification phase. 

Which two recommendations should be made for improving the incident response process? (Choose two.) 

A. Formalize reporting requirements and responsibilities to update management and internal stakeholders throughout
the incident-handling process effectively. 

B. Improve the mitigation phase to ensure causes can be quickly identified, and systems returned to a functioning state. 

C. Implement an automated operation to pull systems events/logs and bring them into an organizational context. 

D. Allocate additional resources for the containment phase to stabilize systems in a timely manner and reduce an
attack\\'s breadth. 

E. Modify the incident handling playbook and checklist to ensure alignment and agreement on roles, responsibilities,
and steps before an incident occurs. 

Correct Answer: CE 

 

 

QUESTION 5

A security team received reports of users receiving emails linked to external or unknown URLs that are non-returnable
and non-deliverable. The ISP also reported a 500% increase in the amount of ingress and egress email traffic received.
After detecting the problem, the security team moves to the recovery phase in their incident response plan. Which two
actions should be taken in the recovery phase of this incident? (Choose two.) 

A. verify the breadth of the attack 

B. collect logs 

C. request packet capture 

D. remove vulnerabilities 

E. scan hosts with updated signatures 

Correct Answer: DE 
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