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QUESTION 1

DRAG DROP 

Drag and drop the steps from the left into the order to perform forensics analysis of infrastructure networks on the right. 

Select and Place: 

Correct Answer: 

Reference: https://subscription.packtpub.com/book/networking_and_servers/9781789344523/1/ch01lvl1sec12/network-
forensics-investigation-methodology 

 

300-215 Practice Test | 300-215 Study Guide | 300-215 Exam Questions                                2 / 5

https://www.pass2lead.com/300-215.html
https://www.pass2lead.com/300-215.html
https://www.pass2lead.com/300-215.html


https://www.pass2lead.com/300-215.html
2024 Latest pass2lead 300-215 PDF and VCE dumps Download

QUESTION 2

An employee receives an email from a "trusted" person containing a hyperlink that is malvertising. The employee clicks
the link and the malware downloads. An information analyst observes an alert at the SIEM and engages the
cybersecurity team to conduct an analysis of this incident in accordance with the incident response plan. Which event
detail should be included in this root cause analysis? 

A. phishing email sent to the victim 

B. alarm raised by the SIEM 

C. information from the email header 

D. alert identified by the cybersecurity team 

Correct Answer: B 

 

QUESTION 3

Refer to the exhibit. Which type of code is being used? 

A. Shell 

B. VBScript 

C. BASH 

D. Python 

Correct Answer: D 

 

QUESTION 4
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Refer to the exhibit. An employee notices unexpected changes and setting modifications on their workstation and
creates an incident ticket. A support specialist checks processes and services but does not identify anything suspicious.
The ticket was escalated to an analyst who reviewed this event log and also discovered that the workstation had
multiple large data dumps on network shares. What should be determined from this information? 

A. data obfuscation 

B. reconnaissance attack 

C. brute-force attack 

D. log tampering 

Correct Answer: B 

 

QUESTION 5

An investigator is analyzing an attack in which malicious files were loaded on the network and were undetected. Several
of the images received during the attack include repetitive patterns. Which anti-forensic technique was used? 

A. spoofing 

B. obfuscation 

C. tunneling 

D. steganography 

Correct Answer: D 
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Reference: https://doi.org/10.5120/1398-1887 https://www.carbonblack.com/blog/steganography-in-the-modern-attack-
landscape/ 
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