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QUESTION 1

An engineer has determined that the source of an authentication issue is the client laptop. Which three items must be
verified for EAP-TLS authentication? (Choose three.) 

A. The client certificate is formatted as X.509 version 3. 

B. The validate server certificate option is disabled. 

C. The client certificate has a valid expiration date. 

D. The user account is the same in the certificate. 

E. The supplicant is configured correctly. 

F. The subject key identifier is configured correctly. 

Correct Answer: ADF 

Reference: http://www.cisco.com/en/US/tech/tk722/tk809/technologies_white_paper09186a008009256b.shtml 

 

QUESTION 2

An engineer must ensure that the new wireless LAN deployment can support seamless roaming between access points
using a standard based on an amendment to the 802.11 protocol. Which protocol must the engineer select? 

A. 802.11e 

B. 802.11r 

C. 802.11ac 

D. 802.11i 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-
Guide/Enterprise_Mobility_8-1_Deployment_Guide/Chapter-11.pdf 

 

QUESTION 3

When implementing secure PCI wireless networks, which two options are specific recommendations in the PCI DSS?
(Choose two.) 

A. Segment logging events with other networking devices within the organization. 

B. Use VLAN based segmentation with MAC filters. 

C. Implement strong wireless authentication. 

D. Use a minimum 12-character random passphrase with WPA. 
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E. Change default settings. 

Correct Answer: CE 

Wireless networks that are part of the CDE must comply with all PCI DSS requirements. This includes using a firewall
(requirement 1.2.3) and making sure that additional rogue wireless devices have not been added to the CDE
(requirement 11.1). In addition, PCI DSS compliance for systems that include WLANs as a part of the CDE requires
extra attention to WLAN specific technologies and processes such as: A. Physical security of wireless devices, B.
Changing default passwords and settings on wireless devices, C. Logging of wireless access and intrusion prevention,
D. Strong wireless authentication and encryption, E. Use of strong cryptography and security protocols, and F.
Development and enforcement of wireless usage policies. This section will cover each of these requirements
sequentially. https://www.pcisecuritystandards.org/pdfs/PCI_DSS_Wireless_Guidelines.pdf 

 

QUESTION 4

Which three options are valid client profile probes in Cisco ISE? (Choose three.) 

A. DHCP 

B. 802.1X 

C. CCX 

D. NetFlow 

E. TACACS 

F. HTTP 

Correct Answer: ADF 

Valid client probes in ISE are: NetFlow Probe DHCP Probe DHCP SPAN Probe HTTP Probe RADIUS Probe DNS
Probe 

Reference: http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html 

 

QUESTION 5

An engineer is designing a high availability wireless network. What mechanism should be the focus for high availability? 

A. SNR 

B. channel reuse 

C. RSSI 

D. cell overlap 

Correct Answer: B 

Describe basic RF deployment considerations related to site survey design of data or VoWLAN applications, common
RF interference sources such as devices, building material, AP location, and basic RF site survey design related to
channel reuse, signal strength, and cell overlap 
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