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QUESTION 1

A wireless engineer must enable interference detection for jammers in the 2.4-GHz band on an AireOS controller. Which
menu sequence must the engineer navigate to on the web interface?

A. Wireless >802.11a/n/ac > RRM > Coverage
B. Wireless >802.11b/g/n > RRM > Coverage
C. Wireless >802.11b/g/n > CleanAir

D. Wireless > 802.11a/n/ac > CleanAir

Correct Answer: C

QUESTION 2

Which three authentication methods correctly describe digital certificate requirements when using EAP-TLS
authentication? (Choose three.)

A. The client does not need the corresponding private key.

B. The EAP-TLS is sent in cleartext when the root certificate is not installed

C. The subject name in the certificate must correspond to the user account name.

D. EAP-TLS requires a root certificate but not a user certificate.

E. The certificate must be installed when the requested user is logged in to the machine.

F. The certificate has to be X.509 Version 3.

Correct Answer: DEF

Reference: https://www.cisco.com/en/US/tech/tk722/tk809/technologies_white_paper09186a008009256b.shtml

The certificate has to be X.509 Version 3 EAP-TLS Machine Authentication requires both Active Directory and an
Enterprise root CA. In order to acquire a certificate for EAP-TLS machine authentication, For a client (using Windows
XP professional, for example) to authenticate using EAP-TLS, the client must obtain a personal client certificate. This
certificate must meet several requirements: Figure 5-1. Client Certificate and the Enhanced Key Usage Field. The

certificate has to be installed when the requested user is logged
https://lwww.cisco.com/en/US/tech/tk722/tk809/technologies_white_paper09186a008009256b.shtml

QUESTION 3
An engineer is setting up a new unique NAD on a Cisco ISE. Which two parameters must be configured? (Choose two.)
A. device hostname

B. device password
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C. RADIUS fallback
D. device IP address
E. RADIUS shared secret

Correct Answer: AD

QUESTION 4

An engineer is configuring a BYOD deployment strategy and prefers a single SSID model. Which technology is required
to accomplish this configuration?

A. mobility service engine

B. wireless control system

C. identity service engine

D. Prime Infrastructure

Correct Answer: C

Explanation: Please refer to the section "Single SSID Wireless BYOD Self Registration” of the below mentioned link.

Reference: http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-61-BYOD-
Onboarding_Registering_and_Provisioning.pdf

QUESTION 5

An engineer is configuring a wireless network for local FlexConnect authentication. What three configurations are
required for the WLC with WLAN 1 and AP Cisco? (Choose three.)

A. config wlan flexconnect ap-auth 1 enable

B. config ap flexconnect vlan enable Cisco

C. config wlan flexconnect local-switching 1 enable

D. config ap flexconnect vlan wlan 1 Cisco

E. confog wlan flexconnect vlan-central-switching 1 enable
F. config ap mode flexconnect Cisco

Correct Answer: CDF
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