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QUESTION 1

On which two ports does the RADIUS server maintain a database and listen for incoming authentication and accounting
requests? (Choose two.) 

A. UDP 1900 

B. UDP port 1812 

C. TCP port 1812 

D. TCP port 1813 

E. UDP port 1813 

Correct Answer: BE 

Explanation: RADIUS messages are sent as User Datagram Protocol (UDP) messages. UDP port 1812 is used for
RADIUS authentication messages and UDP port 1813 is used for RADIUS accounting messages. Some network
access servers might use UDP port 1645 for RADIUS authentication messages and UDP port 1646 for RADIUS
accounting messages. By default, IAS supports receiving RADIUS messages destined to both sets of UDP ports. 

Reference: https://technet.microsoft.com/en-in/library/cc781821(v=ws.10).aspx 

 

QUESTION 2

An administrator receives reports of many interferers in the wireless network and wants to get the location of these
interferers from the maps in Cisco Prime Infrastructure. When looking at the floor plans/maps, the administrator does
not see any interferers, but can see all wireless clients located successfully. Which two statements define the cause of
the issue? (Choose two.) 

A. MSE is not added to Cisco Prime Infrastructure and synchronized. 

B. Interferer tracking is not enabled on the MSE. 

C. SNMP between Cisco Prime Infrastructure and the WLC is failing. 

D. Context Aware Service tracking limit has already been reached with tracking other elements. 

E. NMSP communication is inactive with the WLC. 

Correct Answer: AB 

Reference: https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/112139-cleanair-uwn-
guide-00.html 

 

QUESTION 3

A company wants to switch to BYOD to reduce IT support costs for the company. Which option is an impact of BYOD
that should be considered? 
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A. increased VPN connections 

B. restricted device enforcement 

C. increased phishing attacks. 

D. decreased support calls 

Correct Answer: A 

 

QUESTION 4

Which two 802.11 methods can be configured to protect card holder data? (Choose two.) 

A. CCMP 

B. WEP 

C. SSL 

D. TKIP 

E. VPN 

Correct Answer: CE 

Reference: http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Compliance/Compliance_DIG/Compliance_DIG/P
CI_AppC.html (Section: Build and Maintain a Secure Network) 

 

QUESTION 5

A network engineer is configuring a Cisco AireOS WLC environment for central web authentication using Cisco ISE. The
controllers are configured using auto-anchor for the guest network. Which three components must be implemented for
the foreign WLC? (Choose three.) 

A. DHCP RADIUS profiling enabled. 

B. HTTP RADIUS profiling enabled. 

C. UDP/1812-1813 open to ISE 

D. downloadable preauth ACL on ISE 

E. local preauth ACL on WLC 

F. WLAN Layer 2 security 

Correct Answer: ACF 

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-
Guide/Enterprise_Mobility_8-1_Deployment_Guide/WirelessNetwork_GuestAccessService.pdf 
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