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QUESTION 1

An engineer is implementing SNMP v3 on a wireless LAN controller and wants to use the combination of authentication
and privacy protocols with the highest security available. Which protocols must be configured? 

A. CBC-DES with HMAC-MD5 

B. CFB-AES-128 with HMAC-MD5 

C. CBC-DES with HMAC-SHA 

D. CBF-AES-128 with HMAC-SHA 

Correct Answer: C 

 

QUESTION 2

An engineer is implementing SNMP v3 on a Cisco 5700 Series WLC. Which three commands are the minimum needed
to configure SNMP v3? (Choose three.) 

A. snmp-server enable traps 

B. snmp-server group 

C. snmp-server user 

D. snmp-server community 

E. snmp-server context 

F. snmp-server engineID 

Correct Answer: BCF 

 

QUESTION 3

Refer to the exhibit. 
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A client reports being unable to log into the wireless network, which uses PEAPv2. Which two issues appear in the
output? (Choose two.) 

A. There is a problem with the client supplicant. 

B. The AP has the incorrect RADIUS server address. 

C. The AP has lost IP connectivity to the authentication server. 

D. The EAP client timeout value should be increased. 

E. The authentication server is misconfigured on the controller. 

F. The authentication server is misconfigured in the WLAN. 

Correct Answer: AD 

 

QUESTION 4

Which CLI command do you use to shut down the 2.4 GHz radio of the Floor1_AP1 AP on a Cisco Switch? 

A. ap name Floor1_AP1 dot11 shutdown 24ghz 

B. ap name Floor1_AP1 dot11 5ghz shutdown 

C. ap name Floor1_AP1 dot11 24ghz shutdown 

D. ap name Floor1_AP1 shutdown dot11 24ghz 

Correct Answer: C 

 

QUESTION 5

A corporation has recently implemented a BYOD policy at their HQ. Which three risks should the security director be
concerned about? (Choose three.) 

A. unauthorized users 
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B. network analyzers 

C. lost and stolen devices 

D. malware 

E. keyloggers 

Correct Answer: ABD 
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