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QUESTION 1

You are implementing Cisco Identity Based Networking Services on a Cisco Catalyst 3850 Series Switch that uses
downloadable service templates. What is the default password that must be configured on the RADIUS server? 

A. cisco 

B. Cisco 

C. Cisco123 

D. cisco123 

Correct Answer: D 

Reference: https://www.cisco.com/en/US/docs/ios-xml/ios/san/configuration/xe-3se/3850/san-svc-temp.html 

 

QUESTION 2

A customer is concerned about DOS attacks from a neighboring facility. Which feature can be enabled to help alleviate
these concerns and mitigate DOS attacks on a WLAN? 

A. PMF 

B. peer-to-peer blocking 

C. Cisco Centralized Key Management 

D. split tunnel 

Correct Answer: A 

Reference: https://www.gigawave.com/2016/05/10/techtip-802-11w-protected-management-frames/ 

 

QUESTION 3

Refer to the exhibit. 
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A customer is having problems with clients associating to the wireless network. Based on the configuration, which option
describes the most likely cause of the issue? 

A. Both AES and TKIP must be enabled. 

B. SA Query Timeout is set too low. 

C. Comeback timer is set too low. 

D. PMF is set to "required". 

E. MAC Filtering must be enabled. 

Correct Answer: E 

 

QUESTION 4

Which security method does a Cisco guest wireless deployment that relies on Cisco ISE guest portal for user
authentication use? 

A. Layer 2 and Layer 3 

B. Layer 2 only 

C. No security methods are needed to deploy CWA 
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D. Layer 3 only 

Correct Answer: B 

Reference: http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-
auth-00.html 

 

QUESTION 5

Which troubleshooting tool helps diagnose and solve issues experienced with wired and wireless clients? 

A. WLC log analyzer tool 

B. Client Troubleshooting Tool on Cisco Prime Infrastructure 

C. WLC configuration tool 

D. MSE 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-0/user/guide/pi_ug/clientmgmt.html 
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