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QUESTION 1

Which dialer interface command sets the maximum size of IP packets to 1492? 

A. router(config-if)# mtu 1492 

B. router(config-if)# ip ppp 1492 

C. router(config-if)# ip 1492 

D. router(config-if)# ip mtu 1492 

Correct Answer: D 

The correct interface command to set the maximum size of IP packets (maximum transmission unit or MTU size) to
1492 is router(config-if)# ip mtu 1492. This command is required because RFC 2516 states the maximum receive unit
(MRU) 

must not be negotiated larger than 1492 bytes. 

All other answers are invalid commands due to incorrect syntax. 

Objective: 

Network Principles 

Sub-Objective: 

Explain TCP operations 

References: 

Cisco > Cisco IOS IP Application Services Command Reference > idle (firewall farm datagram protocol) through ip slb
natpool > ip mtu 

 

QUESTION 2

You are configuring Netflow on various network elements in order to gain visibility into the traffic types used. How many
export destinations can this Network data be sent to? 

A. Up to 2 

B. Up to 4 

C. Up to 8 

D. There is no limitation on the number of flow data export destinations. 

Correct Answer: A 
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QUESTION 3

First-Hop Security (FHS) is a set of features to optimize IPv6 link operation, and help with scale in large L2 domains.
Which of the following are valid First-Hop Security features supported by Cisco? (Choose three.) 

A. IPv6 RA Guard 

B. IPv6 Source Guard 

C. DHCPv6 Guard 

D. IPv6 Snooping 

E. DHCPv6 Snooping 

Correct Answer: ACD 

 

 

QUESTION 4

Examine the following output of the show ip route command and the partial output of the show run command from the
router R63: What will the router do with a packet with a source address of 192.168.5.5/24 and a destination address of
10.11.11.20/ 24 that arrives on the Serial0/0 interface? 

A. forward it out the Ethernet0/0 interface 

B. forward it out the Tunnel0 interface 

C. drop the packet 

D. forward it out the Ethernet0/1 interface 

Correct Answer: C 
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It will drop the packet. The partial output of the show run command shows that the ip verify unicast source reachable via
rx command has been executed on the Serial 0/0 interface. This enables the Unicast Reverse Path Forwarding
(Unicast 

RPF) feature. This feature prevents IP spoofing by verifying from the routing table that there is a valid return path to the
source IP address. If there is not valid return path, you can assume the IP address has been spoofed. When the 

command ends in the keyword rx, it means that there must be a return path through the interface where the command
was executed. This is called strict mode. 

The packet arrived on the Serial0/0 interface. The routing table shows that there is no routing entry for the
192.168.5.0/24 network that leads back through the entry interface of Serial0/0. In fact, in this instance there is no
routing table entry 

for that network leading to any interface. When this occurs, the router will drop the packet. 

The router will not send the packet to either the Ethernet0/0 or the Tunnel0 interfaces because the destination network,
10.11.11.0/24, is not a reachable destination on those interfaces. Even if it were reachable, the Unicast Reverse Path 

Forwarding (Unicast RPF) feature will drop the packet because it has been spoofed. 

It will not send the packet to the Ethernet0/1 interface. The Unicast Reverse Path Forwarding (Unicast RPF) feature will
drop the packet because it has been spoofed. If the packet were not spoofed, it would be sent to the Ethernet0/1 

interface because that is the interface used by the default route. Because there is no route in the table to the
10.11.11.0/24 network, it would be sent to the default route. 

Objective: 

Infrastructure Security 

Sub-Objective: 

Configure and verify router security features 

References: 

Cisco IOS Security Configuration Guide, Release 12.2 > Configuring Unicast Reverse Path Forwarding Cisco >
Configuring Unicast Reverse Path Forwarding 

 

QUESTION 5

The network administrator is tasked to configure R1 to authenticate telnet connections based on Cisco ISE using
RADIUS. ISE has been configured with an IP address of 192.168.1.5 and with a network device pointing towards R1 

(192.168.1.1) with a shared secret password of Cisco123. If ISE is down, the administrator should be able to connect
using the local database with a username and password combination of admin/cisco123. 

The administrator has configured the following on R1: 

aaa new-model ! username admin password cisco123 ! radius server ISE1

 address ipv4 192.168.1.5

 key Cisco123 ! aaa group server tacacs+ RAD-SERV
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 server name ISE1 ! aaa authentication login RAD-LOCAL group RAD-SERV ISE has gone down. The Network
Administrator is not able to Telnet to R1 when ISE went down. Which two configuration changes will fix the issue?
(Choose two.) 

A. aaa authentication login RAD-SERV group RAD-LOCAL local 

B. aaa authentication login RAD-LOCAL group RAD-SERV local 

C. line vty 0 4 login authentication RAD-LOCAL 

D. line vty 0 4 login authentication default 

E. line vty 0 4 login authentication RAD-SERV 

Correct Answer: BC 
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