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QUESTION 1

In which of the following transmission modes is communication uni-directional? 

A. Root mode 

B. Full-duplex mode 

C. Half-duplex mode 

D. Simplex mode 

Correct Answer: D 

 

QUESTION 2

Which of the following layers refers to the higher-level protocols used by most applications for network communication? 

A. Transport layer 

B. Link layer 

C. Application layer 

D. Internet layer 

Correct Answer: C 

 

QUESTION 3

Which of the following standards is an amendment to the original IEEE 802.11 and specifies security mechanisms for
wireless networks? 

A. 802.11b 

B. 802.11e 

C. 802.11i 

D. 802.11a 

Correct Answer: C 

802.11i is an amendment to the original IEEE 802.11. This standard specifies security mechanisms for wireless
networks. It replaced the short Authentication and privacy clause of the original standard with a detailed Security clause.
In the process, it deprecated the broken WEP. 802.11i supersedes the previous security specification, Wired Equivalent
Privacy (WEP), which was shown to have severe security weaknesses. Wi-Fi Protected Access (WPA) had previously
been introduced by the Wi-Fi Alliance as an intermediate solution to WEP insecurities. The Wi-Fi Alliance refers to their
approved, interoperable implementation of the full 802.11i as WPA2, also called RSN (Robust Security Network).
802.11i makes use of the Advanced Encryption Standard (AES) block cipher, whereas WEP and WPA use the RC4
stream cipher. Answer option D is incorrect. 802.11a is an amendment to the IEEE 802.11 specification that added a
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higher data rate of up to 54 Mbit/s using the 5 GHz band. It has seen widespread worldwide implementation, particularly
within the corporate workspace. Using the 5 GHz band gives 802.11a a significant advantage, since the 2.4 GHz band
is heavily used to the point of being crowded. Degradation caused by such conflicts can cause frequent dropped
connections and degradation of service. Answer option A is incorrect. 802.11b is an amendment to the IEEE 802.11
specification that extended throughput up to 11 Mbit/s using the same 2.4 GHz band. This specification under the
marketing name of Wi-Fi has been implemented all over the world. 802.11b is used in a point-to-multipoint configuration,
wherein an access point communicates via an omni-directional antenna with one or more nomadic or mobile clients that
are located in a coverage area around the access point. Answer option B is incorrect. The 802.11e standard is a
proposed enhancement to the 802.11a and 802.11b wireless LAN (WLAN) specifications. It offers quality of service
(QoS) features, including the prioritization of data, voice, and video transmissions. 802.11e enhances the 802.11 Media
Access Control layer (MAC layer) with a coordinated time division multiple access (TDMA) construct, and adds error-
correcting mechanisms for delay-sensitive applications such as voice and video. 

 

QUESTION 4

Which of the following representatives in the incident response process are included in the incident response team?
Each correct answer represents a complete solution. Choose all that apply. 

A. Information security representative 

B. Legal representative 

C. Technical representative 

D. Lead investigator 

E. Human resources 

F. Sales representative 

Correct Answer: ABCDE 

Incident response is a process that detects a problem, determines the cause of an issue, minimizes the damages,
resolves the problem, and documents each step of process for future reference. To perform all these roles, an incident
response team is needed. The incident response team includes the following representatives who are involved in the
incident response process: Lead investigator: The lead investigator is the manager of an incident response team. He is
always involved in the creation of an incident response plan. The duties of a lead investigator are as follows: Keep the
management updated. Ensure that the incident response moves smoothly and efficiently. Interview and interrogate the
suspects and witnesses. Information security representative: The information security representative is a member of the
incident response team who alerts the team about possible security safeguards that can impact their ability to respond
to an incident. Legal representative: The legal representative is a member of the incident response team who ensures
that the process follows all the laws during the response to an incident. Technical representative: Technical
representative is a representative of the incident response team. More than one technician can be deployed to an
incident. The duties of a technical representative are as follows: Perform forensic backups of the systems that are
involved in an incident. Provide more information about the configuration of the network or system. Human resources:
Human resources personnel ensure that the policies of the organization are enforced during the incident response
process. They suspend access to a suspect if it is needed. Human resources personnel are closely related with the
legal representatives and cover up the organization\\'s legal responsibility. 

 

QUESTION 5

Ryan works as a network security engineer at an organization the recently suffered an attack. As a countermeasure,
Ryan would like to obtain more information about the attacker and chooses to deploy a honeypot into the organizations

312-38 Practice Test | 312-38 Study Guide | 312-38 Exam Questions                                3 / 5

https://www.pass4lead.com/312-38.html
https://www.pass4lead.com/312-38.html
https://www.pass4lead.com/312-38.html


https://www.pass4lead.com/312-38.html
2023 Latest pass4lead 312-38 PDF and VCE dumps Download

production environment called Kojoney. Using this honeypot, he would like to emulate the network vulnerability that was
attacked previously. Which type of honeypot is he trying to implement? 

A. High interaction honeypots 

B. Research honeypot 

C. Low interaction honeypots 

D. Pure honeypots 

Correct Answer: C 
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