
https://www.pass4lead.com/312-38.html
2023 Latest pass4lead 312-38 PDF and VCE dumps Download

 

 

 

312-38Q&As

EC-Council Network Security Administrator

Pass EC-COUNCIL 312-38 Exam with 100%
Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4lead.com/312-38.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by EC-
COUNCIL Official Exam Center

 

 

312-38 VCE Dumps | 312-38 Practice Test | 312-38 Braindumps                                1 / 5

https://www.pass4lead.com/312-38.html
https://www.pass4lead.com/312-38.html
https://www.pass4lead.com/312-38.html


https://www.pass4lead.com/312-38.html
2023 Latest pass4lead 312-38 PDF and VCE dumps Download

QUESTION 1

Fill in the blank with the appropriate term. The is used for routing voice conversations over the Internet. It is also known
by other names such as IP Telephony, Broadband Telephony, etc. 

Correct Answer: VoIP 

 The Voice over Internet Protocol (VoIP) is used for routing of voice conversation over the Internet. The VoIP is also
known by other names such as IP Telephony, Broadband Telephony, etc. Analog signals are used in telephones in
which the sound is received as electrical pulsation, which is amplified and then carried to a small loudspeaker attached
to the other phone, and the call receiver can hear the sound. In VoIP, analog signals are changed into digital signals,
which are transmitted on the Internet. VoIP is used to make free phone calls using an Internet connection, and this can
be done by using any VoIP software available in the market. There are various modes for making phone calls through
the Internet. Some of the important modes are as follows: Through Analog Telephone Adapter (ATA) In this mode, the
traditional phone is attached to the computer through AT 

A. ATA receives analog signals from the phone and then converts these signals to digital signals. The digital signals are
then received by the Internet Service Providers (ISP), and the system is ready to make calls over VoIP. 

Through IP Phone 

IP Phones look exactly like the traditional phones, but they differ in that they have RJ-45 Ethernet connectors, instead of
RJ-11 phone connectors, for connecting to the computers. 

Computer To Computer 

This is the easiest way to use VoIP. For this, we need software, microphone, speakers, sound card and an Internet
connection through a cable or a DSL modem. 

Soft Phones 

Soft phone is a software application that can be loaded onto a computer and used anywhere in the broadband
connectivity area. 

 

QUESTION 2

Katie has implemented the RAID level that splits data into blocks and evenly writes the data to multiple hard drives but
does not provide data redundancy. This type of RAID level requires a minimum of __________ in order to setup. 

A. Two drives 

B. Three drives 

C. Six drives 

D. Four drives 

Correct Answer: A 

 

QUESTION 3
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Fill in the blank with the appropriate term. The is typically considered as the top InfoSec officer in the organization and
helps in maintaining current and appropriate body of knowledge required to perform InfoSec management functions. 

Correct Answer: CISO 

The Chief InfoSec Officer (CISO) is typically considered as the top InfoSec officer in the organization, though the CISO
is usually not an executive-level position and commonly reports to the CIO. Following are the job competencies for the
Chief InfoSec Officer (CISO): Maintaining current and appropriate body of knowledge required to perform InfoSec
management functionsEffectively applying InfoSec management knowledge for improving security of open network and
associated systems and services Maintaining working knowledge of external legislative and regulatory
initiativesInterpreting and translating requirements for implementationDeveloping appropriate InfoSec policies,
standards, guidelines, and proceduresProviding meaningful 

input, preparing effective presentations, and communicating InfoSec objectivesParticipating in short and long term
planning 

 

QUESTION 4

Fill in the blank with the appropriate term. is a method for monitoring the e-mail delivery to the intended recipient. 

Correct Answer: Email tracking 

 

Email tracking is a method for monitoring the e-mail delivery to the intended recipient. Most tracking technologies utilize
some form of digitally time-stamped record to reveal the exact time and date at which e-mail was received or opened, as
well the IP address of the recipient. When a user uses such tools to send an e-mail, forward an e-mail, reply to an e-
mail, or modify an e-mail, the resulting actions and tracks of the original e-mail are logged. The sender is notified of all
actions performed on the tracked e-mail by an automatically generated e-mail. eMailTracker Pro and MailTracking.com
are the tools that can be used to perform email tracking. 

 

QUESTION 5

Which of the following is a tool that runs on the Windows OS and analyzes iptables log messages to detect port scans
and other suspicious traffic? 

A. Nmap 

B. Hping 

C. NetRanger 

D. PSAD 

Correct Answer: D 

PSAD is a tool that runs on the Windows OS and analyzes iptables log messages to detect port scans and other
suspicious traffic. It includes many signatures from the IDS to detect probes for various backdoor programs such as
EvilFTP, GirlFriend, SubSeven, DDoS tools (mstream, shaft), and advanced port scans (FIN, NULL, XMAS). If it is
combined with fwsnort and the Netfilter string match extension, it detects most of the attacks described in the Snort rule
set that involve application layer data. Answer option C is incorrect. NetRanger is the complete network configuration
and information toolkit that includes the following tools: Ping tool, Trace Route tool, Host Lookup tool, Internet time
synchronizer, Whois tool, Finger Unix hosts tool, Host and port scanning tool, check multiple POP3 mail accounts tool,
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manage dialup connections tool, Quote of the day tool, and monitor Network Settings tool. These tools are integrated in
order to use an application interface with full online help. NetRanger is designed for both new and experienced users.
This tool is used to help diagnose network problems and to get information about users, hosts, and networks on the
Internet or on a user computer network. NetRanger uses multi-threaded and multi-connection technologies in order to
be very fast and efficient. Answer option B is incorrect. Hping is a free packet generator and analyzer for the TCP/IP
protocol. Hping is one of the de facto tools for security auditing and testing of firewalls and networks. The new version of
hping, hping3, is scriptable using the Tcl language and implements an engine for string based, human readable
description of TCP/IP packets, so that the programmer can write scripts related to low level TCP/IP packet manipulation
and analysis in very short time. Like most tools used in computer security, hping is useful to both system administrators
and crackers (or script kiddies). Answer option A is incorrect. Nmap is a free open-source utility for network exploration
and security auditing. It is used to discover computers and services on a computer network, thus creating a "map" of the
network. Just like many simple port scanners, Nmap is capable of discovering passive services. In addition, Nmap may
be able to determine various details about the remote computers. These include operating system, device type, uptime,
software product used to run a service, exact version number of that product, presence of some firewall techniques and,
on a local area network, even vendor of the remote network card. Nmap runs on Linux, Microsoft Windows, etc. 
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