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QUESTION 1

Which of the following protocols is used by the Remote Authentication Dial In User Service (RADIUS) client/server
protocol for data transmission? 

A. DCCP 

B. FTP 

C. FCP 

D. UDP 

Correct Answer: D 

 

QUESTION 2

What command is used to terminate certain processes in an Ubuntu system? 

A. # netstat Kill [ Target Process] 

B. #ps ax Kill 

C. #grep Kill [Target Process] 

D. #kill -9 [PID] 

Correct Answer: D 

 

QUESTION 3

John works as an Incident manager for TechWorld Inc. His task is to set up a wireless network for his organization. For
this, he needs to decide the appropriate devices and policies required to set up the network. Which of the following
phases of the incident handling process will help him accomplish the task? 

A. Containment 

B. Recovery 

C. Preparation 

D. Eradication 

Correct Answer: C 

Preparation is the first step in the incident handling process. It includes processes like backing up copies of all key data
on a regular basis, monitoring and updating software on a regular basis, and creating and implementing a documented
security policy. To apply this step a documented security policy is formulated that outlines the responses to various
incidents, as a reliable set of instructions during the time of an incident. The following list contains items that the incident
handler should maintain in the preparation phase i.e. before an incident occurs: Establish applicable policies Build
relationships with key players Build response kit Create incident checklists Establish communication plan Perform threat
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modeling Build an incident response team Practice the demo incidents Answer option A is incorrect. The Containment
phase of the Incident handling process is responsible for supporting and building up the incident combating process. It
ensures the stability of the system and also confirms that the incident does not get any worse. The Containment phase
includes the process of preventing further contamination of the system or network, and preserving the evidence of the
contamination. Answer option D is incorrect. The Eradication phase of the Incident handling process involves the
cleaning-up of the identified harmful incidents from the system. It includes the analyzing of the information that has been
gathered for determining how the attack was committed. To prevent the incident from happening again, it is vital to
recognize how it was conceded out so that a prevention technique is applied. Answer option B is incorrect. Recovery is
the fifth step of the incident handling process. In this phase, the Incident Handler places the system back into the
working environment. In the recovery phase the Incident Handler also works with the questions to validate that the
system recovery is successful. This involves testing the system to make sure that all the processes and functions are
working normal. The Incident Handler also monitors the system to make sure that the systems are not compromised
again. It looks for additional signs of attack. 

 

QUESTION 4

Which of the following is the practice of sending unwanted e-mail messages, frequently with commercial content, in
large quantities to an indiscriminate set of recipients? Each correct answer represents a complete solution. Choose all
that apply. 

A. E-mail spam 

B. Junk mail 

C. Email spoofing 

D. Email jamming 

Correct Answer: AB 

E-mail spam, also known as unsolicited bulk email (UBE), junk mail, or unsolicited commercial email (UCE), is the
practice of sending unwanted e-mail messages, frequently with commercial content, in large quantities to an
indiscriminate set of recipients. Answer option C is incorrect. Email spoofing is a fraudulent email activity in which the
sender address and other parts of the email header are altered to appear as though the email originated from a different
source. Email spoofing is a technique commonly used in spam and phishing emails to hide the origin of the email
message. By changing certain properties of the email, such as the From, Return-Path and Reply-To fields (which can be
found in the message header), ill-intentioned users can make the email appear to be from someone other than the
actual sender. The result is that, although the email appears to come from the address indicated in the From field (found
in the email headers), it actually comes from another source. Answer option D is incorrect. Email jamming is the use of
sensitive words in e-mails to jam the authorities that listen in on them by providing a form of a red herring and an
intentional annoyance. In this attack, an attacker deliberately includes "sensitive" words and phrases in otherwise
innocuous emails to ensure that these are picked up by the monitoring systems. As a result, the senders of these emails
will eventually be added to a "harmless" list and their emails will be no longer intercepted, hence it will allow them to
regain some privacy. 

 

QUESTION 5

Fill in the blank with the appropriate term. The protocol is a feature of packet-based data transmission protocols. It is
used to keep a record of the frame sequences sent and their respective acknowledgements received by both the users. 

Correct Answer: Sliding Window 
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The Sliding Window protocol is a feature of packet-based data transmission protocols. It is used in the data link layer
(OSI model) as well as in TCP (transport layer of the OSI model). It is used to keep a record of the frame sequences
sent, and their respective acknowledgements received, by both the users. Its additional feature over a simpler protocol
is that can allow multiple packets to be "in transmission" simultaneously, rather than waiting for each packet to be
acknowledged before sending the next.In transmit flow control, sliding window is a variable-duration window that allows
a sender to transmit a specified number of data units before an acknowledgment is received or before a specified event
occurs.An example of a sliding window is one in which, after the sender fails to receive an acknowledgment for the first
transmitted frame, the sender "slides" the window, i.e., resets the window, and sends a second frame. This process is
repeated for the specified number of times before the sender interrupts transmission. Sliding window is sometimes
called acknowledgment delay period. 
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