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QUESTION 1

Which of the following policies helps in defining what users can and should do to use network and organization\\'s
computer equipment? 

A. General policy 

B. Remote access policy 

C. IT policy 

D. User policy 

Correct Answer: D 

A user policy helps in defining what users can and should do to use network and organization\\'s computer equipment. It
also defines what limitations are put on users for maintaining the network secure such as whether users can install 

programs on their workstations, types of programs users are using, and how users can access data. 

Answer option C is incorrect. IT policy includes general policies for the IT department. These policies are intended to
keep the network secure and stable. It includes the following: 

Virus incident and security incident 

Backup policy 

Client update policies 

Server configuration, patch update, and modification policies (security) 

Firewall policies Dmz policy, email retention, and auto forwarded email policy 

Answer option A is incorrect. It defines the high level program policy and business continuity plan. 

Answer option B is incorrect. Remote access policy is a document that outlines and defines acceptable methods of
remotely connecting to the internal network. 

 

QUESTION 2

Which of the following is the type of documented business rule for protecting information and the systems, which store
and process the information 

A. Information protection policy 

B. Information protection document 

C. Information storage policy 

D. Information security policy 

Correct Answer: D 
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QUESTION 3

Which of the following representatives in the incident response process are included in the incident response team?
Each correct answer represents a complete solution. Choose all that apply. 

A. Information security representative 

B. Legal representative 

C. Technical representative 

D. Lead investigator 

E. Human resources 

F. Sales representative 

Correct Answer: ABCDE 

Incident response is a process that detects a problem, determines the cause of an issue, minimizes the damages,
resolves the problem, and documents each step of process for future reference. To perform all these roles, an incident
response team is needed. The incident response team includes the following representatives who are involved in the
incident response process: Lead investigator: The lead investigator is the manager of an incident response team. He is
always involved in the creation of an incident response plan. The duties of a lead investigator are as follows: Keep the
management updated. Ensure that the incident response moves smoothly and efficiently. Interview and interrogate the
suspects and witnesses. Information security representative: The information security representative is a member of the
incident response team who alerts the team about possible security safeguards that can impact their ability to respond
to an incident. Legal representative: The legal representative is a member of the incident response team who ensures
that the process follows all the laws during the response to an incident. Technical representative: Technical
representative is a representative of the incident response team. More than one technician can be deployed to an
incident. The duties of a technical representative are as follows: Perform forensic backups of the systems that are
involved in an incident. Provide more information about the configuration of the network or system. Human resources:
Human resources personnel ensure that the policies of the organization are enforced during the incident response
process. They suspend access to a suspect if it is needed. Human resources personnel are closely related with the
legal representatives and cover up the organization\\'s legal responsibility. 

 

QUESTION 4

Fill in the blank with the appropriate term. A device is used for uniquely recognizing humans based upon one or more
intrinsic physical or behavioral traits. 

Correct Answer: biometric 

A biometric device is used for uniquely recognizing humans based upon one or more intrinsic, physical, or behavioral
traits. 

Biometrics is used as a form of identity access management and access control. It is also used to identify individuals in
groups that are under surveillance. Biometric characteristics can be divided into two main classes: 

1.

 Physiological: These devices are related to the shape of the body. These are not limited to the fingerprint, face
recognition, DNA, hand and palm geometry, and iris recognition, which has largely replaced the retina and odor/scent. 
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2.

 Behavioral: These are related to the behavior of a person. They are not limited to the typing rhythm, gait, and voice. 

 

QUESTION 5

You are monitoring your network traffic with the Wireshark utility and noticed that your network is experiencing a large
amount of traffic from a certain region. You suspect a DoS incident on the network. What will be your first reaction as a
first responder? 

A. Avoid Fear, Uncertainty and Doubt 

B. Communicate the incident 

C. Make an initial assessment 

D. Disable Virus Protection 

Correct Answer: A 
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