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QUESTION 1

Melanie was newly assigned to an investigation and asked to make a copy of all the evidence from the compromised
system. Melanie did a DOS copy of all the files on the system. What would be the primary reason for you to recommend
a disk imaging tool? 

A. A disk imaging tool would check for CRC32s for internal self checking and validation and have MD5 checksum 

B. Evidence file format will contain case data entered by the examiner and encrypted at the beginning of the evidence
file 

C. A simple DOS copy will not include deleted files, file slack and other information 

D. There is no case for an imaging tool as it will use a closed, proprietary format that if compared to the original will not
match up sector for sector 

Correct Answer: C 

 

QUESTION 2

First responder is a person who arrives first at the crime scene and accesses the victim\\'s computer system after the
incident. He or She is responsible for protecting, integrating, and preserving the evidence obtained from the crime
scene. 

Which of the following is not a role of first responder? 

A. Identify and analyze the crime scene 

B. Protect and secure the crime scene 

C. Package and transport the electronic evidence to forensics lab 

D. Prosecute the suspect in court of law 

Correct Answer: D 

 

QUESTION 3

When examining the log files from a Windows IIS Web Server, how often is a new log file created? 

A. the same log is used at all times 

B. a new log file is created everyday 

C. a new log file is created each week 

D. a new log is created each time the Web Server is started 

Correct Answer: B 
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QUESTION 4

Under no circumstances should anyone, with the exception of qualified computer forensics personnel, make any
attempts to restore or recover information from a computer system or device that holds electronic information. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 5

Which of the following reports are delivered under oath to a board of directors/managers/panel of the jury? 

A. Written Formal Report 

B. Verbal Formal Report 

C. Verbal Informal Report 

D. Written Informal Report 

Correct Answer: B 
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