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QUESTION 1

Kimberly is studying to be an IT security analyst at a vocational school in her town. The school offers many different
programming as well as networking languages. What networking protocol language should she learn that routers
utilize? 

A. BPG 

B. ATM 

C. OSPF 

D. UDP 

Correct Answer: C 

 

QUESTION 2

You have been given the task to investigate web attacks on a Windows-based server. Which of the following commands
will you use to look at the sessions the machine has opened with other systems? 

A. Net sessions 

B. Net config 

C. Net share 

D. Net use 

Correct Answer: D 

 

 

QUESTION 3

Report writing is a crucial stage in the outcome of an investigation. Which information should not be included in the
report section? 

A. Speculation or opinion as to the cause of the incident 

B. Purpose of the report 

C. Author of the report 

D. Incident summary 

Correct Answer: A 
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QUESTION 4

Injection flaws are web application vulnerabilities that allow untrusted data to be Interpreted and executed as part of a
command or query. Attackers exploit injection flaws by constructing malicious commands or queries that result in data
loss or corruption, lack of accountability, or denial of access. Which of the following injection flaws involves the injection
of malicious code through a web application? 

A. SQL Injection 

B. Password brute force 

C. Nmap Scanning 

D. Footprinting 

Correct Answer: A 

 

QUESTION 5

A rogue/unauthorized access point is one that Is not authorized for operation by a particular firm or network 

A. True 

B. False 

Correct Answer: A 
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