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QUESTION 1

Cylie is investigating a network breach at a state organization in Florida. She discovers that the intruders were able to
gain access into the company firewalls by overloading them with IP packets. Cylie then discovers through her
investigation that the intruders hacked into thecompany? firewalls by overloading them with IP packets. Cylie then
discovers through her investigation that the intruders hacked into the company phone system and used the hard drives
on their PBX system to store shared music files. What would this attack on the companycompany? phone system and
used the hard drives on their PBX system to store shared music files. What would this attack on the company? PBX
system be called? 

A. Phreaking 

B. Squatting 

C. Crunching 

D. Pretexting 

Correct Answer: A 

 

QUESTION 2

A law enforcement officer may only search for and seize criminal evidence with _______________________, which are
facts or circumstances that would lead a reasonable person to believe a crime has been committed or is about to be
committed, evidence of the specific crime exists and the evidence of the specific crime exists at the place to be
searched. 

A. Mere Suspicion 

B. A preponderance of the evidence 

C. Probable cause 

D. Beyond a reasonable doubt 

Correct Answer: C 

 

QUESTION 3

Brian needs to acquire data from RAID storage. Which of the following acquisition methods is recommended to retrieve
only the data relevant to the investigation? 

A. Static Acquisition 

B. Sparse or Logical Acquisition 

C. Bit-stream disk-to-disk Acquisition 

D. Bit-by-bit Acquisition 

Correct Answer: B 
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QUESTION 4

Sectors are pie-shaped regions on a hard disk that store data. Which of the following parts of a hard disk do not
contribute in determining the addresses of data? 

A. Sectors 

B. Interface 

C. Cylinder 

D. Heads 

Correct Answer: B 

 

 

QUESTION 5

Which is not a part of environmental conditions of a forensics lab? 

A. Large dimensions of the room 

B. Good cooling system to overcome excess heat generated by the work station 

C. Allocation of workstations as per the room dimensions 

D. Open windows facing the public road 

Correct Answer: D 
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