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QUESTION 1

A Network Administrator was recently promoted to Chief Security Officer at a local university. One of employee\\'s new
responsibilities is to manage the implementation of an RFID card access system to a new server room on campus. The
server room will house student enrollment information that is securely backed up to an off-site location. 

During a meeting with an outside consultant, the Chief Security Officer explains that he is concerned that the existing
security controls have not been designed properly. Currently, the Network Administrator is responsible for approving
and issuing RFID card access to the server room, as well as reviewing the electronic access logs on a weekly basis. 

Which of the following is an issue with the situation? 

A. Segregation of duties 

B. Undue influence 

C. Lack of experience 

D. Inadequate disaster recovery plan 

Correct Answer: A 

 

QUESTION 2

Which of the following statements regarding ethical hacking is incorrect? 

A. Ethical hackers should never use tools or methods that have the potential of exploiting vulnerabilities in an
organization\\'s systems. 

B. Testing should be remotely performed offsite. 

C. An organization should use ethical hackers who do not sell vendor hardware/software or other consulting services. 

D. Ethical hacking should not involve writing to or modifying the target systems. 

Correct Answer: A 

Ethical hackers use the same methods and techniques, including those that have the potential of exploiting
vulnerabilities, to test and bypass a system\\'s defenses as their less- principled counterparts, but rather than taking
advantage of any vulnerabilities found, they document them and provide actionable advice on how to fix them so the
organization can improve its overall security. 

References: http://searchsecurity.techtarget.com/definition/ethical-hacker 

 

QUESTION 3

To reach a bank web site, the traffic from workstations must pass through a firewall. You have been asked to review the
firewall configuration to ensure that workstations in network 10.10.10.0/24 can only reach the 

bank web site 10.20.20.1 using https. 
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Which of the following firewall rules meets this requirement? 

A. If (source matches 10.10.10.0/24 and destination matches 10.20.20.1 and port matches 443) then permit 

B. If (source matches 10.10.10.0/24 and destination matches 10.20.20.1 and port matches 80 or 443) then permit 

C. If (source matches 10.20.20.1 and destination matches 10.10.10.0/24 and port matches 443) then permit 

D. If (source matches 10.10.10.0 and destination matches 10.20.20.1 and port matches 443) then permit 

Correct Answer: A 

 

 

QUESTION 4

You\\'ve gained physical access to a Windows 2008 R2 server which has an accessible disc drive. When you attempt to
boot the server and log in, you are unable to guess the password. In your tool kit you have an Ubuntu 9.10 Linux
LiveCD. Which Linux based tool has the ability to change any user\\'s password or to activate disabled Windows
accounts? 

A. CHNTPW 

B. Cain and Abel 

C. SET 

D. John the Ripper 

Correct Answer: A 

chntpw is a software utility for resetting or blanking local passwords used by Windows NT, 2000, XP, Vista, 7, 8 and 8.1.
It does this by editing the SAM database where Windows stores password hashes. 

References: https://en.wikipedia.org/wiki/Chntpw 

 

QUESTION 5

From the two screenshots below, which of the following is occurring? 
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A. 10.0.0.253 is performing an IP scan against 10.0.0.0/24, 10.0.0.252 is performing a port scan against 

10.0.0.2. 

B. 10.0.0.253 is performing an IP scan against 10.0.0.2, 10.0.0.252 is performing a port scan against 

10.0.0.2. 

C. 10.0.0.2 is performing an IP scan against 10.0.0.0/24, 10.0.0.252 is performing a port scan against 

10.0.0.2. 

D. 10.0.0.252 is performing an IP scan against 10.0.0.2, 10.0.0.252 is performing a port scan against 

10.0.0.2. 

Correct Answer: A 
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