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QUESTION 1

What results will the following command yield: \\'NMAP -sS -O -p 123-153 192.168.100.3\\'? 

A. A stealth scan, opening port 123 and 153 

B. A stealth scan, checking open ports 123 to 153 

C. A stealth scan, checking all open ports excluding ports 123 to 153 

D. A stealth scan, determine operating system, and scanning ports 123 to 153 

Correct Answer: D 

 

QUESTION 2

You\\'ve just discovered a server that is currently active within the same network with the machine you recently
compromised. You ping it but it did not respond. What could be the case? 

A. TCP/IP doesn\\'t support ICMP 

B. ARP is disabled on the target server 

C. ICMP could be disabled on the target server 

D. You need to run the ping command with root privileges 

Correct Answer: C 

 

QUESTION 3

A covert channel is a channel that: 

A. transfers information over, within a computer system, or network that is outside of the security policy. 

B. transfers information over, within a computer system, or network that is within the security policy. 

C. transfers information via a communication path within a computer system, or network for transfer of data. 

D. transfers information over, within a computer system, or network that is encrypted. 

Correct Answer: A 

 

 

QUESTION 4

Bob learned that his username and password for a popular game has been compromised. He contacts the company
and resets all the information. The company suggests he use two-factor authentication, which option below offers that? 
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A. A new username and password 

B. A fingerprint scanner and his username and password. 

C. Disable his username and use just a fingerprint scanner. 

D. His username and a stronger password. 

Correct Answer: B 

 

QUESTION 5

A regional bank hires your company to perform a security assessment on their network after a recent data breach. The
attacker was able to steal financial data from the bank by compromising only a single server. 

Based on this information, what should be one of your key recommendations to the bank? 

A. Place a front-end web server in a demilitarized zone that only handles external web traffic 

B. Require all employees to change their passwords immediately 

C. Move the financial data to another server on the same IP subnet 

D. Issue new certificates to the web servers from the root certificate authority 

Correct Answer: A 

A DMZ or demilitarized zone (sometimes referred to as a perimeter network) is a physical or logical subnetwork that
contains and exposes an organization\\'s external-facing services to a larger and untrusted network, usually the Internet.
The purpose of a DMZ is to add an additional layer of security to an organization\\'s local area network (LAN); an
external network node only has direct access to equipment in the DMZ, rather than any other part of the network. 

References: https://en.wikipedia.org/wiki/DMZ_(computing) 
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