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QUESTION 1

Scanning for services is an easy job for Bob as there are so many tools available from the Internet. In order for him to
check the vulnerability of XYZ, he went through a few scanners that are currently available. Here are the scanners that
he uses: 

1.

 Axent\\'s NetRecon (http://www.axent.com) 

2.

 SARA, by Advanced Research Organization (http://www-arc.com/sara) 

3.

 VLAD the Scanner, by Razor (http://razor.bindview.com/tools/) 

However, there are many other alternative ways to make sure that the services that have been scanned 

will be more accurate and detailed for Bob. 

What would be the best method to accurately identify the services running on a victim host? 

A. Using Cheops-ng to identify the devices ofXYZ. 

B. Using the manual method of telnet to each of the open ports ofXYZ. 

C. Using a vulnerability scanner to try to probe each port to verify or figure out which service is running forXYZ. 

D. Using the default port and OS to make a best guess of what services are running on each port forXYZ. 

Correct Answer: B 

 

QUESTION 2

While examining audit logs, you discover that people are able to telnet into the SMTP server on port 25. You would like
to block this, though you do not see any evidence of an attack or other wrong doing. However, you are concerned about
affecting the normal functionality of the email server. From the following options choose how best you can achieve this
objective? 

A. Block port 25 at the firewall. 

B. Shut off the SMTP service on the server. 

C. Force all connections to use a username and password. 

D. Switch from Windows Exchange to UNIX Sendmail. 

E. None of the above. 

Correct Answer: E 
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QUESTION 3

What are the three phases involved in security testing? 

A. Reconnaissance,Conduct,Report 

B. Reconnaissance,Scanning,Conclusion 

C. Preparation,Conduct,Conclusion 

D. Preparation,Conduct,Billing 

Correct Answer: C 

 

QUESTION 4

After gaining access to the password hashes used to protect access to a web based application, knowledge of which
cryptographic algorithms would be useful to gain access to the application? 

A. SHA1 

B. Diffie-Helman 

C. RSA 

D. AES 

Correct Answer: A 

 

QUESTION 5

In Trojan terminology, what is a covert channel? 

A. A channel that transfers information within a computer system or network in a way that violates the security policy 

B. A legitimate communication path within a computer system or network for transfer of data 

C. It is a kernel operation that hides boot processes and services to mask detection 

D. It is Reverse tunneling technique that uses HTTPS protocol instead of HTTP protocol to establish connections 
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Correct Answer: A 
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