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QUESTION 1

What tool can crack Windows SMB passwords simply by listening to network traffic? 

A. This is not possible 

B. Netbus 

C. NTFSDOS 

D. L0phtcrack 

Correct Answer: D Section: (none)

 

QUESTION 2

How can rainbow tables be defeated? 

A. Password salting 

B. Use of non-dictionary words 

C. All uppercase character passwords 

D. Lockout accounts under brute force password cracking attempts 

Correct Answer: A Section: (none)

 

QUESTION 3

You have successfully compromised a machine on the network and found a server that is alive on the same network.
You tried to ping it but you didn\\'t get any response back. 

What is happening? 

A. ICMP could be disabled on the target server. 

B. The ARP is disabled on the target server. 

C. TCP/IP doesn\\'t support ICMP. 

D. You need to run the ping command with root privileges. 

Correct Answer: A Section: (none)

The ping utility is implemented using the ICMP "Echo request" and "Echo reply" messages. 

Note: The Internet Control Message Protocol (ICMP) is one of the main protocols of the internet protocol 

suite. It is used by network devices, like routers, to send error messages indicating, for example, that a 

312-50V9 PDF Dumps | 312-50V9 VCE Dumps | 312-50V9 Practice Test                                2 / 3

https://www.pass2lead.com/312-50v9.html
https://www.pass2lead.com/312-50v9.html
https://www.pass2lead.com/312-50v9.html


https://www.pass2lead.com/312-50v9.html
2024 Latest pass2lead 312-50V9 PDF and VCE dumps Download

requested service is not available or that a host or router could not be reached. 

References: https://en.wikipedia.org/wiki/Internet_Control_Message_Protocol 

 

QUESTION 4

This phase will increase the odds of success in later phases of the penetration test. It is also the very first step in
Information Gathering, and it will tell you what the "landscape" looks like. 

What is the most important phase of ethical hacking in which you need to spend a considerable amount of time? 

A. footprinting 

B. network mapping 

C. gaining access 

D. escalating privileges 

Correct Answer: A Section: (none)

Footprinting is a first step that a penetration tester used to evaluate the security of any IT infrastructure, footprinting
means to gather the maximum information about the computer system or a network and about the devices that are
attached to this network. 

References: http://www.ehacking.net/2011/02/footprinting-first-step-of-ethical.html 

 

QUESTION 5

Which of the following items is unique to the N-tier architecture method of designing software applications? 

A. Application layers can be separated, allowing each layer to be upgraded independently from other layers. 

B. It is compatible with various databases including Access, Oracle, and SQL. 

C. Data security is tied into each layer and must be updated for all layers when any upgrade is performed. 

D. Application layers can be written in C, ASP.NET, or Delphi without any performance loss. 

Correct Answer: A Section: (none)
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